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Windows Threads and Concurrency

Op€oTng ZTTavVOC
XpioTto¢ Kuplakou



loTopikl Avadpoun
c--

e \Windows 3.1

— Cooperative Multithreading

e H diepyaaoia gival TTou kaBopilel To TTOTE Ba PuUyel ATTd TO
CPU ka1 va eAeuBepwaoel Toug TTOpOUC

e APNHTIKA: MTtropei va dnuioupynoel TpopAnua o€
TTEPITITWAON TTOU TTEPIMEVEI KATTOIO TTOPO VA ViVEl
d100£01u0¢



loTopikn Avadpoun (ZUVEXEIQ)

o]
e \Windows 98 Single CPU

e \Windows 2000: Multi CPU

- Preemptive multithreading
e To NA&IToUupyIKO 2U0TnUa EAEYXEl TN XpovodpouoAdynon

e APNHTIKA: To AZ ptropei va aAAdgel Tn diepyaaia TTou
TpEXEl oTo CPU og akatdAANAN oTiyun KAl va €XOUME
AAaBo¢ atroteAéopara.

e AvAyKn yia EAEYXO TWV KPICINWY TUNUATWY KWOIKA



Ti1 gival éva Thread (NAqua)
S

e AvecaptnTn por AEyxXoU YEoa o€ Pia
dlEpyaaoia
- 'Exe1 dikn) Tou oToifa, Program Counter, registers
— Moipadetal Tn yvun JE Tn dlEpyaaia oTnv oTroia
AVINKEI.
e [1AcovekTnuaTa xprnong vnUaTwy

— Av kartrolo viua yivel block 11.%. I/0, n digpyaaoia
UTTOPEI VO OUVEYXIOEI KaVOVIKA (av UTTAPXOUV OAAa
VIMaTa)



Ti1 gival éva Thread (Zuvéyxeia)
—

Alepyaaoia

e T2 LA T T L

Heap

MNepiBahhovTikéC MeTaBAnTéC

2TOiRa 2ToiBa 2TOoiRa

NAua 1 NAua 2 NApa 3




EykataoTaon

c -]
e Xpnon tn¢ BIBAI0BAKNG <windows.h>
e AuvVauIKOGC ouvoeauog pe 1o kernel32.dll pe
Xpnon Tou #pragma

e To <windows.h> 10 Bpiokoupue oTo Platform
SDK o1n di1evBbuvon

http://www.microsoft.com/downloads/details.aspx?familyid=E15
438AC-60BE-41BD-AA14-7F1EO0F19CAO0D&displaylang=en

e 'Epxeral yadi ye 1o Visual Studio




Anpuioupyia NAuartog
— -

e HANDLE WINAPI CreateThread(
LPSECURITY_ATTRIBUTES IpThreadAttributes,
SIZE T dwStackSize,

LPTHREAD START_ROUTINE IpStartAddress,
LPVOID IpParameter,

DWORD dwCreationFlags, LPDWORD IpThreadld );
EmoTtpé@el handle oto véo thread / NULL o€ AdBoc¢

Ip ThreadAttributes: lNapauerpor aopalsiag

dwStackSize: Apxiko uEyeBoc¢ oroiffac yia 1o vnua
IpStartAddress: 2uvaprnonc¢ 1mou Ba ekTeAgi To vua
InParameters: lNapduerpor mou 6a mepaocouv oTn ouvapTnon
dwCreationFlags: lNapauerpor dnuioupyiag viuarog
IoThreadld: MsraBAntri n omroia 6a mapaAaBer ro ID tou thread.



Anuioupyia NAuaTog (ZuveExeia)
—
e MetaAnTéc Volatile

O1 yetaBANTEC TTOU BEAOUUE va €ival KOIVEC PETACU
TWV VNUATWY TTPETTEI va TIG ONAwvou e volatile
TTou Baoikd avaykadlel Tov compiler va kparta
OUVEXWC EVINMEPN TN MVAMUN ME TA TTEPIEXOMEVA
NG METABANTAG.



Mapadsiypa 1
S

#include <windows.h>
#include <iostream>
26880: Hello World

#pragma comment(lib,"kernel32.1ib") 27008 Hello World from main
Press any key to continue . . . .

e+ c:\Documents and Settings\0restis Spanos\My DocumentsiVisual Studio 2005\Projectsithre... !EE
B

using namespace std;
volatile UINT count = 0;

void CountThread() {
cout<<GetCurrentThreadld()<<": Hello World"<<endl;

}
int main() {

HANDLE countHandle;

DWORD threadlD;

countHandle = CreateThread(0, 0, (LPTHREAD_START_ROUTINE) CountThread, 0, 0, &threadID);

if (countHandle==0)

cout << "Cannot create thread: " << GetLastError() << endl;

Sleep(10);

cout<<GetCurrentThreadld()<<": Hello World from main"<<endl; | GetCurrentThreadld()

system("pause"); EmoTpéel To povadiké apiBué Tou thread
J GetLastError()

OT1rwg TV perror ota UNIX




Avauovin Nnuatwv
—

e Av {Ia dlgepyaaia TTOU £XEl ONUIOUPYNOEI
viuarta rebavel 10T TEBAiVOUV Kal auTa

DWORD WaitForSingleObject( HANDLE hHandle, DWORD
dwMilliseconds )

hHandle: To Handle Tou vAhuaTog

dwMilliseconds: MEyioTOC XPOVOC yIa TOV OTTOI0 Ba TTEPINEVOUNE
(millisecond)

EmioTpé@el TO yeyovog yia TO OTTOI0 OTAPATNOE ] KWOIKO AdBoug o€
TTEPITITWAON ATTOTUXIAG



[Mapadeiypa 2
S

#include <windows.h>
#include <iostream>
#pragma comment(lib,"kernel32.lib")
using namespace std;
volatile UINT count = 0;
void CountThread(LPVOID iter) {
for (DWORD i = 0; i <iter; i++) {

Sleep(1000);
cout << "I'm alive!\n"; -
) e+ ¢:\Documents and SettingsV0restis Spanos\My Documents\Visual 5tudio 2005\Projectsithre... !HE
} Start to wait thread to finish u
int main() { .
HANDLE countHandle;
DWORD threadID: Press any key to continue . . .
DWORD iterations = 3;
int count=0;

countHandle=CreateThread(0, 0, (LPTHREAD_START_ROUTINE) CountThread, (LPVOID *) iterations, 0, &threadID);
if (countHandle==0)
cout << "Cannot create thread: " << GetLastError() << endl;

cout << "Start to wait thread to finish "<<endl;
WaitForSingleObject(countHandle, INFINITE);
cout << "Thread finished "<<endl;
system("pause");



Avapovn NMoAAaTTAwV NnuaTwyv
—

DWORD WaitForMultipleObjects(
DWORD nCount,
const HANDLE" IpHandles,
BOOL bWaitAll,
DWORD dwMilliseconds )

nCount: pé€yebog Tivaka
lpHandles: Trivakag Twv handles Twv threads

bWaitAll: Boolean av BéAoupe va eToTpEWEI AV TEAILWOOUV
OAa Ta thread ) otav TeEAIWOEI Eva vAua atrdé auta

dwMilliseconds: M£yioToG XpOVOC yIia TOV OTT0i0 Ba
TTEPIMEVOUUE (MS)



Mapadsiyua 3

:\Documents and Settings\0restis Spanos\My Documents\Wisual 5tudio 2005\Projectsithre... !EE
#inc|ude <windows.h> aiting for all threads to finish H

. X L5088 : Thread counter iz A
#include <iostream> : Thread is exiting .
wn . : Thread counter is
#pragma comment(lib,"kernel32.lib") : Thread counter is
; . : Thread counter is
using namespace Std, - ¥i“.eag is exiting
; *3 : Thread counter is
void C.)ou.ntThrea.d(L.PVOID iter) { : Thread counter is
= . H read is exitin
int lt_erl\_lo (ln_t)lt_er’ . A1l threads to finishedg
for (Int | = 0, | < |terNO; I++){ Press any key to continue . . .
Sleep(1000);
cout << GetCurrentThreadld()<<": Thread counter is " <<i << endl;
cout<<GetCurrentThreadld()<<": Thread is exiting"<<endl;
int main() {

HANDLE countHandles|[3];

DWORD threadlD;

for (inti=0;i<3;i++){
countHandlesJi] = CreateThread(0, 0, (LPTHREAD_START_ROUTINE) CountThread,(LPVOID *)(i+1) , O,

&threadID);

if (countHandles[i]==0) cout << "Cannot create thread: " << GetLastError() << end|;
Sleep(100);

}

cout<<"Waiting for all threads to finish"<<endl;

WaitForMultipleObjects(3, countHandles, TRUE, INFINITE);

cout<<"All threads to finished"<<end|I;

system("pause");



AAAEC 2UVOPTNOEIG
-

e DWORD SuspendThread (HANDLE hThread)
2TAUATA TNV EKTEAEON EVOC VIMOATOG

e DWORD ResumeThread (HANDLE hThread)
2.UVEXiCel TNV EKTEAEON €VOC VAMATOC

e VOID ExitThread (DWORD dwExitCode)

Avaykadel Eva viua va TEPUATIOE! HE KWOIKO
dwEXxitCode



Mapadsiyua 4

#include <iostream>

#pragma comment(lib,"kernel32.lib")
using namespace std;

volatile INT count;

const INT numThreads=4; ANAINKH A ZYIT'XPONIZMO

void CountThread(INT iterations)
{

OewpPNTIKA AYVWOTO ATTOTEAEC O

int temp;
LONG semaCount;
for (int i=0; i<iterations; i++) { temp=count; Sleep(10); temp++; count=temp; }

}

int main()
{
HANDLE handles[numThreads];
DWORD threadID;
for (int i=0; iknumThreads; i++)
2 hz;ndIes[i]=CreateThread(0, 0, (LPTHREAD_START_ROUTINE) CountThread,(LPVOID *) 25, 0,
threadID);
WaitForMultipleObjects(numThreads, handles, TRUE, INFINITE);
cout << "Count =" << count << end|;
system("pause");
return O;



2UYXPOVIOMOG NnuaTwy
.
e Interlocked 2uvapTtnoeig
e CRITICAL_SECTION
e MUTEX
e SEMAPHORE
o EVENT



Interlocked ZuvapTnoeig
-

e Eival uhotroinuEvEG O€ user space

e /\EITOUPYOUV OQV OTOMIKEG EVTOAEG

— LONG InterlockedIncrement (LONG volatile* Addend);
e AuU¢non Tn¢ peTaBAnTic Addend katd 1
e EmoTpépel TNV véa i TG Addend

— LONG InterlockedDecrement (LONG volatile* Addend);
e Meiwon Tng petapAnt¢ Addend kata 1
e EmoTpépel TNV véa i TG Addend

— LONG InterlockedExchange (LPLONG Target, LONG Value)
e AvaBeon Target=Value

— LONG InterlockedExchangeAdd (PLONG Addend, LONG Increment)
e Addend=Addend+Increment;

— LONG InterlockedCompareExchange( LONG volatile* Destination,LONG
Exchange, LONG Comparand );

e |f (Destination==Comparand) Destination=Exchange;



CRITICAL_SECTION
<

e YAotroiouvrtal o€ User Space

e Apxikotroinon CRITICAL_SECTION

— VOID InitializeCriticalSection (LPCRITICAL_SECTION IpCriticalSection)
e Eicodog oto CRITICAL_SECTION

-~ VOID EnterCriticalSection (LPCRITICAL_SECTION IpCriticalSection)
e 'ESodog amrd to CRITICAL_SECTION

— VOID LeaveCiriticalSection (LPCRITICAL_SECTION IpCriticalSection)

e Ailaypapni CRITICAL _SECTION
—  VOID DeleteCriticalSection (LPCRITICAL_SECTION IpCriticalSection)



Napadsiypa 5 CRITICAL SECTION
G

CRITICAL_SECTION cs;
volatile INT count;

e c:\Documents and Settings\Orestis Spanos\My DocumentsiVisual Studio 2005VProjectsithre..

const INT numThreads=4; g;:gf ;niﬂﬂey o continue _ .
void CountThread(INT iterations) =5 - - c:\Documents and Setkings!COrestis Spano
{
int temp;
LONG semaCount;
for (int i=0; i<iterations; i++) {
EnterCriticalSection (&cs); //Enter cs
temp=count; Sleep(10); temp++; count=temp;
LeaveCriticalSection(&cs); //Leave cs
}
}
int main()
{

HANDLE handles[numThreads];

DWORD threadID;

count =0;

InitializeCriticalSection (&cs); //Initialise cs

for (int i=0; i<numThreads; i++)

8ih dI[;\)andIes[i]=CreateThread(0, 0, (LPTHREAD_START_ROUTINE) CountThread,(LPVOID *) 25, 0,
rea ;

WaitForMultipleObjects(numThreads, handles, TRUE, INFINITE);

DeleteCriticalSection(&cs); //Delete cs

cout << "Count =" << count << endl;

system("pause");

return O;




CRITICAL_SECTION (Zuvéxeia)

]
o APNHTIKA

— Agv €xouv wpa Anegng. AnAadn av Eva vrua oev
kKaAéoel To LeaveCriticalSection yia o1To100TTOTE
AOYW TOTE TO UTTOAOITTO VAATA Ba PEivouy
UTTAOKApPIOMEVA

— Agv PytTOPOUV VA XpNOoIYoTToinGouv PYeTagu
dlEPYACIWV



MUTEX
<

e Eival uAoTroinuéva oTov TTUP VA

e MoipalovTtal yeTacu dlEpyaaIwy

e 'Exouv wpa Aneng

e Otav €va thread 1Tou KAEIdDWOE Eva mutex

TEBAVEI XWPIC va TO CEKAIOWOEL, TOTE
CEKAIDWVETAI AuTOPATA



MUTEX (Zuvéyxeia)
—

e Anpioupyia MUTEX
- HANDLE CreateMutex (LPSECURITY_ATTRIBUTES Ipsa,

BOOL blnitialOwner, LPCTSTR IpMutexName)
lpsa: MNapapeTpol ac@AaAeiag mutex
blnitialOwner: TRUE yia va atTokTACOUE ToV €Aeyx0 Tou mutex uoAIg dnuioupynBei
IpMutexName: MNpoaipeTikd évoua Tou mutex, 0 av dev BEAoUE

e [a va mrdpoupe To handle evog mutex
- HANDLE OpenMutex (DWORD dwDesiredAccess,

BOOL blnheritHandle, LPCTSTR IpName)

dwDesiredAccess: AiKaiwparta TTou BEAOUNE yia To mutex
binheritHandle: TRUE yia va utropei To handle va kAnpovounBei atré dAAa process
IpName: To dvoua Tou mutex TTou BéAoupe

® INa va atrokTooUlE ToVv EAgyxo o€ éva Mutex

- WaitForSingleObiject kai WaitForMultipleObjects 6TTwg Ta cidape Tpiv
e [ava eAeuBepwooupe Eva mutex
- BOOL ReleaseMutex (HANDLE hMutex)



MNapadsiypa 6 MUTEX

HANDLE mutex: Jldefine the e c:\Documents and Settings\0restis SpanosiMy DocumentsiVisual Studio 2005\Projectsithre. .. !HE
’ B

volatile INT count; %‘:-ggg ;n;BEey to continue . . .
const INT numThreads=4; .
void CountThread(INT iterations)
{
int temp;
LONG semaCount;
for (int i=0; i<iterations; i++) {
WaitForSingleObject (mutex, INFINITE); /Iget control of the mutex
temp=count; Sleep(10); temp++; count=temp;
ReleaseMutex(mutex); /Irelease the mutex
} }
int main()
{
HANDLE handles[numThreads];
DWORD threadlD;
count =0;
mutex = CreateMutex(0, FALSE, 0); //create & handle mutex
for (int i=0; iknumThreads; i++)
handles[i]=CreateThread(0, 0, (LPTHREAD_START_ROUTINE) CountThread,(LPVOID *) 25, 0,

&threadID);
WaitForMultipleObjects(numThreads, handles, TRUE, INFINITE);
CloseHandle(mutex); /Irelease the handler

cout << "Count =" << count << end|I;
system("pause");
return O;



SEMAPHORE
<

Eival uAoTtroinuéva oTov TTupnva

Anuioupyia SEMAPHORE
- HANDLE CreateSemaphore ( LPSECURITY_ATTRIBUTES Ipsa,
LONG ISemlnitial, LONG ISemMax, LPCTSTR IpSemName)
Ipsa: MNapaueTpol aopdaAeiag semaphore
ISeminitial: Apxiki iy / ISemMax: Méyiotn TR
IpSemName : MNpoaipeTikd dvopa Tou semaphore, 0 av dgv BéEAouue

Na va atmroktiiooupue Tov éAeyxo o€ éva SEMAPHORE

- WaitForSingleObject kai WaitForMultipleObjects 61TTwg Ta cidape Tpiv
Na va eAeuBepwooupe éva SEMAPHORE

- BOOL ReleaseSemaphore (HANDLE hSemaphore,

— LONG cReleaseCount, LPLONG IpPreviousCount)
hSemaphore: O semaphore Tou BéAoupe va eAeuBepLICOUE
cReleaseCount: ApiBud semaphores 1Tou BéAoupe va eAeuBepwooupe (ouvnBwg 1)
IpPreviousCount: ETTIoTpE@El TOV TTPpONYyoUuEVO aplBud Tou semaphore (av B€Aoupe)



MNepiopiopoi oe SEMAPHORE
—

e Meiwaon Tou count Tou semaphore TTEPICCOTEPO ATTO 1

— Aev ytropoupe pe to WaitForMultipleObjects
® AV OTO array utrapyel 1o idio handle TTepIcoOTEPO ATTO HIa YOPA
TTAiPVOUE error.

— AvVOyKaOTIKQ TTPETTEI VA XPNOIPOTTOINOOUME DIAdOXIKEG
kKAnoeic otnv ocuvaptnon WaitForSingleObject
e TIPOPBANUA: TO VAPA UTTOPEI va Yyivel preempt, TTpIv TTPOAGRBEI va
deoNEUTElI TOV CWOTO apIBUO.
e [11Bavi Auon: ouvduaouog CRITICAL _SECTION ue
Semaphores. 11.X.:
— EnterCriticalSection (&csSem);
— WaitForSingleObject (hSem, INFINITE);
— WaitForSingleObject (hSem, INFINITE);
— LeaveCriticalSection (&csSem);



Nopédeiypa 7 SEMAPHORE

HANDLE sema; /[define the handler semaphore

volatile INT count; =+ _c:\Documents and Settings\Orestis SpanosiMy Documents\Visual Studio 2005\Projectsithre...
const INT numThreads=4; Count = 100

void CountThread(INT iterations ) |- s et o 1 1 1T S

{
int temp;
LONG semaCount;
for (int i=0; i<iterations; i++)
WaitForSingleObject (sema, INFINITE); /lget control of the semaphore
temp=count; Sleep(10); temp++; count=temp;
ReleaseSemaphore(sema, 1, &semaCount ); /Irelease the semaphore
} }
int main()
{

HANDLE handles[numThreads];
DWORD threadlD;
count =0;
sema = CreateSemaphore(0, 1, 1, 0); //create & handle semaphore
for (int i=0; inumThreads; i++)
handles[i]=CreateThread(0, 0, (LPTHREAD_START_ROUTINE) CountThread,(LPVOID *) 25, 0, &threadID);
WaitForMultipleObjects(numThreads, handles, TRUE, INFINITE);
CloseHandle(sema); /Irelease the handler
cout << "Count =" << count << endl;
system("pause");
return O;




EVENT
<

e Eival uAoTroinuEva oTo TTUPAVA

e Xpnon via evnuépwaon katrolou thread tTou
TTEPIMEVEL V1A EVA YEYOVOCG
e AUO €idn

- manual-reset: €100TTOIOUV TTOAAA threads
TAUTOXPOVA KOl JEVOUV EVEPYA HEXPI VO
QATTEVEPYOTTOINOBOUV e KANON CUCTANOTOC

— auto-reset: e1doTtToI0UV £va thread KABe popd Kai
QTTEVEPYOTTOIOUVTAI QUTOMATA



EVENT (Zuvéyxeia)
—

e Anpioupyia event
— HANDLE CreateEvent ( LPSECURITY_ATTRIBUTES Ipsa,

BOOL bManualReset, BOOL binitialState, LPTCSTR IpEventName)
e Ipsa: lNapdauetpol acpaAeiag event
e bManualReset : TRUE yia manual-reset event
e blinitialState: TRUE yia evepyoTtroinuévo event
e IpEventName : lNpoaipeTikd dvopa Tou event, 0 av dev BEAouUpE

e [a va mrapoupe To handle evog event

-~ HANDLE OpenEvent (DWORD dwDesiredAccess, BOOL binheritHandle,
LPCTSTR IpName)

e dwDesiredAccess: AikalwuaTa TTou BEAoupE yia To event
e binheritHandle: TRUE yia va ytropei 10 handle va kAnpovounBei atré dAAa process
e IpName: To évoua Tou event TTou BEAouUpE

e EvepyoTtroinon / AtmrevepyoTroion event

- BOOL SetEvent (HANDLE hEvent) / BOOL ResetEvent (HANDLE hEvent)



NMNapadeiypa 8 EVENT
-

HANDLE evnt; //define the har :

:\Documents and Settings\Orestis SpanosiMy Documents\Visual 5tudio 2005\Projectsithre...

volatile INT count;
const INT numThreads=4;
void CountThread(INT iterations)

Count = 16@
Pressz any key to continue . . .

{
int temp;
LONG semaCount;
for (int i=0; i<iterations; i++)
WaitForSingleObject (evnt, INFINITE); /lget control of the event
temp=count; Sleep(10); temp++; count=temp;
SetEvent(evnt); [Irelease the event
} }
int main()
{

HANDLE handles[numThreads];
DWORD threadID;
count =0;
evnt = CreateEvent(0, FALSE, TRUE, 0); /Icreate & handle event
for (int i=0; i<numThreads; i++)
handles[i]=CreateThread(0, 0, (LPTHREAD_START_ROUTINE) CountThread,(LPVOID *) 25, 0,

&threadID);
WaitForMultipleObjects(numThreads, handles, TRUE, INFINITE);
CloseHandle(evnt); /Irelease the handler

cout << "Count =" << count << end|;
system("pause");
return O;
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