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[Tepiexouevo AIGAeCNC

2.TNV TTponyouuevn dIGAECN MEAETAOQUE TIC £CNGC

BaoIKEC KANOEIC OUOTMATOC YIa dlaxeipion
apxeiwv (open, creat, read, write, Iseek, close)
2.€ QUTN TNV EVvOTNTA B PEAETOOUME ETTITTAEOV
OUVATOTNTEC TOU UTTO-CUCTINMATOC APXEIWV TOU
TTUpnNVva.

2UYKEKPIMEVA Ba MEAETHOOUNE

A. Alaxeipion MEta-TAnpogopiwv Apxeiwv (sys/stat.h)
B. Alaxeipion Apxeiwv

C. Alaxeipion KaraAoywyv (dirent.h)

D. lNMapadeiypara Xprnong
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MeTa-TTAnNpopopiec ApXEiwv

To open, creat, read, write, Iseek, close uac
ETTITPETTEI VO £XOUUE TTPOOBAoN OTO
TTEPIEXOMEVO APXEIWV.

T1 YIVETOI JE TIC UTTOAOITTEG TTANPOPOPIEG;
(OTTWCG TT.X., AUTEC TTOU ETTIOTPEPOVTAI ATTO
TNV Is —aI?.... onAadn filesize, permissions,
last modification date, owner, KTA.)

AUTEC oI TTAnpo@opiec ovouaclovtal METa-
Aedopeva (Meta-data) 1 evaAAakTika MeTa-
[TAnpoopicc (Meta-information).

EOw Ba yeAeTnooupe Tou atroOnKeuovTal Kal
TTWC AVAKTWVTA.
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MeETa-TTANpo@opieC ApXEiWY
[Tou atroBnkeuovTal?

['vwpiCoupe OTI T0 inode (index node) givai pia doun
OEUTEPEUOUCOG HVAUNG N OTTOIA POPTWVETAI OTNV KUPIA
HVAUN aTTo TOV TTUPAVO OTAV AVOIYEl VO APXEIO Kal N
OTTOIx TTEPIEXEI OEIKTEC OTA TTPAYMATIKA OEQOUEVA.

2Tnv Mvnun utrapxel eva I-node Table 10 oTr0I0
TTEPIEXEI TIC META-TTANPOPOPIEC TWV AVOIKTWYV APXEIWV.
[TpOoaon o€ AUTEC TIC META-TTANPOYPOPIEC EXOUUE
MEOW TWV evioAwv ouoTruartog stat/fstat/Istat.

DISK RAM
KERNEL USER
| | i «
A) stat ] open filename

e inode Table

(S)Lj‘ ’ ) C) fStat()

i B) Load inode| | ISECINCRUSICEN ‘

E o R B > 12-4




MeETa-TTANpo@opieC ApXEiWY
[Tou atroBnkeuovTal?

Inode H €VTOAEG
file information: Stat/ fStat/ I Stat

size (in bytes) EKTUTTWVOUV OUTH

owner UID and GID

relevant times (3) | TNV TTEPIOXN

link and block counts ,
permissions -IT)\rl pO(pOple
direct pointers £Vég |'n0de

r
to beginning file blocks T /

pointersto ——

single indirect pointer

double indirect pointer next file \

blocks

triple indirect pointer

Ta UTTOAOITTO £XOUV OXEON ME TNV avakTnon Twv blocks
TTOU TTEPIEXOUV TNV TTPAYUATIKA TTAnpogopia Tou apyeiou. '2°



MeETa-TTANpo@opieC ApXEiWY
To system call Stat()

['la TTpocacon oTIG HETA-TTANPOPOPIEG EKTEAOUME
TNV KANON CUCTAUATOC
#include <sys/stat.h>

int stat(char *path, struct stat *buf)
Returns: -1=Error, 0=Success

N OTToia CUMPTTANPWVEI Ta TTEDIA TNG OOUNG buf pe
TIG TTANPOQPOPIEG TTOU EiVal KATAXWPNUEVEG GTO
i-node ToU KOUBOU pe to dvoua path

Eav £xoupe NON avoicel TO apxEio TOTE
xpnoluoTtroioupe Tov file descriptor Tou avoikTou
apxeiou Ye TNV €VTOAN fstat.

int fstat(int fd, struct stat *buf)
Y1rapxel kai n Istat n otmroia Ba peAeTnBei o€ Aiyo.
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MeETa-TTANpo@opieC ApXEiWY
ExTEAWVTAC TNV stat yac eTIOTPEPETE. ..

...METACU GAAWV .... (O¢ciTe TO sys/stat.h yia TepicodTEPQ)

Tutrog kai [edio

[eprypapn

ino t st ino

Ap1Budéc I-Node

nlink_t st _nlink

Ap1Bub¢ (okAnpwv) ouvdEouwy oTo apxeio (11.X. In oldfilename
newfilename Ba au¢noel To nlink Tou oldfilename amd 1 o€ 2)

uid t st uid

UNIX userlID (1o idlo ye autd oTo /etc/passwd)

gd t st gid

UNIX grouplID (1o idio pe autd oTo /etc/passwd)

off t st size

MéyeBoc Apxeiou oe bytes (eav gival regular apxeio)

Ta o K&Tw gival To TTARB0G BEUTEPOAETTTWY TTOU £XOUV TTaPEABEl atTd Tnv 1/1/1970.
MT1TOpOUUE VA TO HOPPOTTIOINCOUNE O€ JIA TTIO EUANTTITA HOP®I) ME TIC OUVAPTAOEIG TNG
BIBAI0BAKNG time.h (ouykekpiyéva ctime) (e TTapadelypa 1 o KATW)

time_t st_atime

time of last access (of the file’ s content) — R

time_ t st_mtime

time of last data modification (of the file’ s content) — W or A

time_ t st _ctime

time of status change (inode change) | ctime & mtime usually same

blksize t st_blksize

2uvioTauevo I/O Block yia To avTIKEINEVO TO OTTOIO PITTOPEI VA DIaPEPEL
METAEU cuoTNUATWY apXeiwv (11.X., 4096 Bytes)

mode t st _mode

Aikaiwpata MNMNpoéoBaong Apxeiou (eTTopevn diagavela& 1T0(pd6e|yﬂ1<23('5)




MeETa-TTANpOoPOpieC ApXEIWVY

* To stat.st_mode umopei va agiomoin6ei ue tnv
XPron Twyv 1o KATw macros (1a orroia opigovrai
uéoa arnv sys/stat.h)

— S_ISLNK(st_mode) symbolic link
— S_ISREG(st_mode) regular file
— S_ISDIR(st_mode) directory
— S_ISCHR(st_mode) character device
— S_ISBLK(st_mode) block device
— S_ISFIFO(st_mode) fifo
— S_ISSOCK(st_mode) socket
» H sys/stat.h repiExel TOAAEC AAAEC OTABEPEC TIC
OTTOIeC KaAgioTe va ueAsriosre (man -s2 stat)
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[Mapadeiypa 1: mystat

Na uAorroinoere o€ C Kail Ue xpnon
KANOEWV oUCTNUATOC, Eva ATTAO
TTOOYPAUUA TO OTTOIO VA EKTUTTWVEI TIC

UETA-TTANPOPOPIEC KATTOIOU APXEIOU TO
OTTOIO OIOETAI oAV TTAPAUETOOC.

IT.X.
./mystat /etc/passwd
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[Tapadeiypa 1: stat

H skréAgon tn¢ evroAncg stat rou UNIX ...

MéEyeBog Apxeiou o€ bytes
$ stat /etC/PaSSWd du -b /etc/passwd SuvioTapevo Block Size

File: ‘/etC/paSSWd' DevicelD (see man —SZsta/
Size: 2005 Blocks: 8 IO Block: 4096 regular file

Device: fd00Oh/64768d Inode: 67570 Links: 1

Access: (0644/-rw-r--r--) Uid: ( 0/ root) Gid:( 0/ root)
Access: 2009-01-13 13:35:33.000000000 +0200 /I Access Data
Modify: 2008-03-11 12:46:59.000000000 +0200 /I Change Data
Change: 2008-03-11 12:46:59.000000000 +0200 /I Change Inode

Is -al file => counting in Bytes (/1000) 12-10
Is —alh file => counting in kB (/1024)



[Mapadeiypa 1: mystat

#include <sys/stat.h>

#include <unistd.h>// STDOUT_FILENO
#include <stdio.h> // printf()

#include <time.h> /I ctime()

int main(int argc, char *argv(]) {

struct stat buf;

printf("%s\n", argv[1]);

if (stat(argv[1], &buf) < 0) {
perror("lstat error");
exit(1);

¥

printf("+ I-Node: %li\n", buf.st_ino);

printf("+ Size: %d\n", buf.st_size);

printf("+ Hard Links: %d\n", buf.st_nlink);

printf("+ User ID: %d\n", buf.st_uid);

printf("+ Group ID: %d\n", buf.st_gid);

printf("+ Last Content Access (atime): %s", ctime(&buf.st_atime));
printf("+ Last [-Node Change (ctime): %s", ctime(&buf.st_ctime));
printf("
printf("+ Preferred 1/0O Block: %d\n", buf.st_blksize);
printf("+ Allocated Blocks: %d\n", buf.st_blocks);

return O;

+ Last Content Change (mtime): %s", ctime(&buf.st_mtime));
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[Mapadeiypa 1: EkTEAEoN mystat

$./mystat /etc/passwd

/etc/passwd

+ |-Node: 67570

+ Sjze: 2005 Permissions, etc.

+ Hard Links: 1

+ User ID: 0

+ Group ID: 0

+ Last Content Access (atime): Sat Jan 13 13:35:33 2009
+ Last I-Node Change (ctime): Tue Mar 11 12:46:59 2008
+ Last Content Change (mtime): Tue Mar 11 12:46:59 2008
+ Preferred I/O Block: 4096

+ Allocated Blocks: 8

$Is -ial /etc/passwd
67570 -rw-r--r-- 1 root root 2005 Mar 11 2008 /etc/passwd
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Flushing Data to Disk
fsync, fdatasync

 Ava TTaoa OTIyun Ta OedOEVA +
METAOOMEVA TTOU £XOUME EYYPAWEI HEOW
write () MTTOPEI va BpiokovTal 0TO
kernel space avrti oto dioKO.

User Program

 [a va BeBaiwBoUue 611 Ba £xouv user Qo]
KateRei o€ emitredo controller read
MAYVNTIKOU HEOOU, TTPETTEI VA S, oL | oo
xpnolyotroijoouue Ta system calls (mof,wwe) H e
fsync, fdatasync (), kTA. 5 ’

\-—-/——m

— Xprioiuo ot epappoyég Baoswy

Structurg

dedopévwy OTTOU Yia Adyoug on et
OUVETTEIAC TNV EKTEAECN DOOOANWIWY

Disk Blocks

(transactions) 4KB.6KB
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/O Optimization |
(Write-through Kernel)

A) Kernel Buffers: I/O
operations performed against
files opened

with O_DIRECT bypass the
kernel's page cache, writing
directly to the storage.

B) Volatile Cache: Recall that
the storage may itself store the
data in a write-back cache,

so fsync() is still required for
files opened with o _DIRECT in
order to save the data to stable
storage.

Main Memory

Data Flow

Volatile Cache

Stable Storage

Application Address

Space

~~Kernel Address
) Space

- P
M e
_--- Storage N~
Dwket?=--=;

12-14
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Flushing Data to Disk

fsync, fdatasync
#include <unistd.h> D<

int fsync(int fd);
int fdatasync(int 7d);

« fsync(): flushes metadata + data \T s s

— This includes writing through or flushing a disk cache if present.
ock until the device reports that transfer has completed

A//tﬁewt st_atime time of last access (of the file’ s content) — R

time_t st_mtime |time of last data modification (of the file’ s content) — W or A

time_t st_ctime time of status change (inode change) | ctime & mtime usually same

- fdatasync(): flushes data only!

— “does not flush modified metadata unless that metadata is needed in
order to allow a subsequent data retrieval to be correctly handled”,

— e.dg., changes to st_atime or st_mtime, as such, no metadata sync!

* InLinux 2.2 and earlier, fdatasync() is equivalent to fsync(), and so
has no performance advantage.
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https://linux.die.net/include/unistd.h

#define _GNU_SOURCE
#include <string.h>
#include <stdlib.h>
#include <fcntl.h>
#define BLOCKSIZE 512

int main ()

/O Optimization |
(Write-through Kerne

char imagel[]
{

IPI, \}
0,

N
~J

Yy "1, e,
0o, 0, 0, 0, O,
0,11,11,11,11,
0,11, 0, 0, O,
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0,11, 0, 0, O,
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void *buffer;
posix memalign (&buffer, BLOCKSIZE, BLOCKSIZE) ;
memcpy (buffer,

image, sizeof (image));

int £ = open("feep.pgm",
O_CREAT|O_TRUNC|O_WRONLY|O DIRECT, S_IRWXU);
write (f, buffer, BLOCKSIZE):;

close () ;
free (buffer);

return 0O;

overcome volatile cache of storage

fsync(f) or fdatasync(f) can be added here tg

)

0, 0, 0, 0,

~ 3

~

0,15, 0O,

~

0,15,
0,15,
0, 0,

0,
0,
0,

~

~

O O OO0 OO o~
~

~

Data Flow

<:

Volatile Cache

Stable Storage

posix_memalign() function shall allocate size bytes aligned
on a boundary specified by alignment, and shall return a
pointer to the allocated memory in memptr. (malloc on
the othernhand would-align.only:to<8B,cwhichris not what

we want here (here we want 512B alignment)

0,15,15,15,15,
0,15,

0,15,15,15,15,
0,
0,
0,

0,

0,
0,
0,

O O OO OO O

N N N N N NN

Application Address
Space

TS Kernel Address
\ .
, Space

-
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Timestamps (Disabling atime)

« time updates are by far the biggest 10 performance deficiency that
Linux has today.

« To disable the writing of access times, you need to mount the
filesystem(s) in question with the noatime option.

mount /home -o remount,noatime
* To make the change permanent, update your /etc/fstaband. ..t

add noatime to the options field. Filesystem checks
Before: are done at
T / reboot time.
/dev/mapper/sys—-home /home xfs defaults 0 2
After:
/dev/mapper/sys—-home /home xfs nodev,nosuid,noatime 0
T~

2

the nomtime mount option (on some unix) nodev - Don't interpret nosuid - Block the

etk , : : block special devices on  operation of suid, and sgid

does *not* disable mtime updates, instead it the filesystem. bits.

performs a *lazy* mtime update - so the mtime 1217

is'still updated; ‘just'delayed a little



/O Optimization |
(Disabling Atime)

« O_NOATIME (since Linux 2.6.8) Do not update the file last access
time (st_atime in the inode) when the file is read(2). This flag can be
employed only if one of the following conditions is true:

— * The effective UID of the process matches the owner UID of the file.
— * The calling process has the CAP_FOWNER capability in its user namespace
and the owner UID of the file has a mapping in the namespace.

« This flag is intended for use by indexing or backup programs, where
its use can significantly reduce the amount of disk activity.

— This flag may not be effective on all filesystems. One example is NFS, where the
server maintains the access time.

 More: http://man7.org/linux/man-pages/man2/open.2.html

12-18


http://man7.org/linux/man-pages/man2/read.2.html
http://man7.org/linux/man-pages/man2/open.2.html

[Tapadeiypa 2: filetype

Na vuAorroinoere o€ C Kai ue xphon KANOEwv
ouaTNuaroc, Eva artrAo mpoypauua filetype
TO OTTOIO EKTUTTWVEI VI KABE apxEio TO
OTTOIO OIOETAI oAV TTAPAUETOO, TOV TUTTO TOU
apxéeiou (regular, directory,...).

T.X.,
/filetype *

/filetype /etc/passwd /etc /dev/initct! /dev/log /dev/tty

/dev/cdrom
12-19



[Tapadeiypa 2: filetype

#include <sys/stat.h> /[ STAT related
#include <unistd.h>// STDOUT_FILENO

void printstat(struct stat *buf);

int main(int argc, char *argv[]) {
struct stat buf;
int i;

for (i=1; i<argc; i++) {
printf("%s:", argvli]);
if (Istat(argvl[i], &buf) < 0) {
perror("lstat error");
continue;

}

printstat(&buf);

return O;

void printstat(struct stat *buf) {
char *ptr;
if (S_ISREG(buf->st_mode))
ptr = "regular”;
else if S_ISDIR(buf->st_mode)
ptr = "directory";
else if S_ISCHR(buf->st_mode)
ptr = "character special”;
else if S_ISBLK(buf->st_mode)
ptr = "block special”;
else if S_ISFIFO(buf->st_mode)
ptr = "fifo";
else if S_ISLNK(buf->st_mode)
ptr = "symbolic link";
else if S_ISSOCK(buf->st_mode)
ptr = "socket";
else ptr = "Unknown Mode";
printf("%s\n", ptr);
}

’ Nari Istat avri stat? 2¢ mepitrrwon symbolic link pag evdiagépouv Ta metadata
Tou id1ou Tou link (611 cival symbolic link 3nAadn) Kai 6x1 Tou apxEiou oTo 12-20
otroio d¢gixvel 1o link ... NeploodTEpa TN CUVEXEIQ...




[Mapadeiypa 1: EKTEAEON filetype

AmroréAeoua EktéAeong
$ # Znueiworte 611 To /dev/cdrom givai symbolic link aro /dev/hda.

$Is -al /dev/cdrom
Inwxrwxrwx 1 root root 8 Feb 10 2003 /dev/cdrom -> /dev/hda

$./filetype /etc/passwd /etc /dev/initctl /dev/log /dev/tty /dev/cdrom
/dev/hda

/etc/passwd:regular

/etc:directory

/dev/initctl:fifo

/dev/log:socket

/dev/tty:.character special

/dev/cdrom:symbolic link

/dev/hda:block special 12-21



H KAnon 2uotnuatog rename()

int rename (char *oldpath, char *newpath)
Returns: -1=Error, 0=Success

« Merovoualer tov kouRBo ue 1o ovoua oldpath oc newpath.

* Ouoiaarika n 1porrorroinan yiverar yéoa oro directory
block TO OTT0IO nsplgxa 7O Inode+ovoua Tou apxeEiou

IIIIII
“ ..

inode yshame  "*e, AAAQYI| [OTO
N . Inode ppvo

& A d
llllllll

directory blocks and data blocks

* To rename OOUAEUEI yIa OTTOIQONTTOTE apXEia (Kal
KATaAOyouc) ... €ite didovral ue OXETIKN N UE ATTOAUTN
dleuuvan,. 12-22




H KAnon 2uotnuarto¢ chmod()

int chmod (char *path, int mode)
Returns: -1=Error, 0=Success

Manipulate File
Descriptor

« AAAalel ra dikaiwuara TpooTaciag Tou KOUBoU UE ovouda
path o€ aura mou Teplypa@ovral airo o mode Kara rov
yvwaoTo 1porro (o1ab. S_Ixxxx oto fecntl.h | aképaio)

 H aAdayn viveral yéoa oro inode OTTWCS QAIVETAI TTIO KATW

* Ymapyxel kai avrioroixn KAnon ouornuaro¢ fchmod, n
orroia avri yia path mrepiuéver éva file descriptor

(TTEpIYpaQéa apxeiou)

directory eniry in fdirA

inode name
12345 [ namel
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O1 KAnoeig 2uotnuartoc link() / unlink()

#include <unistd.h>
int link(char *oldpath, char *newpath)
int unlink(char *path)

Returns: -1=Error, 0=Success

* H link dnuioupyei éva okAnpo ouvdeouo newpath oro
apxeio FILE 1o orroio £xel ovoua oldpath.

* Me auro rov 1porro 10 FILE.st_nlink (11edio Tou INODE)
QuUCAVETAl KATA £va (OEC ETTOPEVN DIAPAVEIQ).

* H unlink diaypapel Tov 0KAnpPO oUVOETUO.

« QOuoiaoTIKG ammAQ UEIWVETAl KATA Eva O UETPNTHS
FILE.st nlink

 Eav o uerpnrnc viver ioo¢ ue 0 101€ diaypagovral 1a
blocks Tou apxeiou FILE armo tnv deutepetouaa uviun.

12-24




st

O1 KAnon 2uotnuartoc link()

directory entry in /dirA directory eniry in /dirA directory eniry in /dirB
inode name inode  name inode  name

12345 | namel 12345 | namel 12345 | name2

inode block inode block

12345 23567 12345 23567

: “This s the "This is the
. text in the text i the
_nhrak/I\ o st__nhr@ » g
~— ;
23567 23567

ApioTeEPQ dEIXVOUE O apxsl'o name1 ue inode #12345 (10 filename civai
eVTEAWG axpeiaoTo TTAEoV!) To oTToi0 £X¢€l stat.st_nlink=1.

Aggia dgixvoupe TNV TIEPITITWAON TToU €xel dnpioupynBei éva hard link
uéow NS “In name name2” | péow TNC link(). Twpa To stat.st_nlink=2.
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Links Advanced

* Directories may not be hardlinked

$ ln a c
ln: a: Is a directory

» Hard links may not span file systems.

$ In /tmp/a target.txt
ln: failed to create hard link ‘target.txt’ => ‘/tmp/a’: Invalid cross—device link

« Symbolic Links possible to Symbolic Links
— LINK1 => LINK2 => FILE. FILE cannot |

$ ln -s /tmp/a target.txt # Symbolic Links possible even when on different file systems
$ ln -s target.txt newtarget.txt # Creating Symbolic to Symbolic

$ s -ial

total 8

15036451919 drwx—————- 2 dzeina faculty 55 Oct 25 09:52 .
6442451075 drwx————- X 49 dzeina faculty 4096 Oct 25 09:53 ..

15036451921 lrwxrwxrwx 1 dzeina faculty 10 Oct 25 09:52 newtarget.txt —> target.txt
15036451920 lrwxrwxrwx 1 dzeina faculty 6 Oct 25 09:52 target.txt —> /tmp/a

12-26
$ s —-ial /tmp/a
68 -rw————— 1 dzeina faculty @ Oct 25 09:49 /tmp/a



Directories & Inodes

e Directories, like files have inodes but these do
not contain any pointers to data blocks.
$ stat a

# the debugfs command is the more advanced command to play around with inodes but requires
root.

File: ‘a’
Size: 10 Blocks: 0 I0 Block: 32768 directory
Device: 33h/51d Inode: 15036451922 Links: 2
Access: (0700/drwx—————— ) Uid: ( 7240/ dzeina) Gid: ( 2531/ faculty)

Access: 2023-10-25 09:56:11.908492347 +0300

Modify: 2023-10-25 09:56:11.908492347 +0300

Change: 2023-10-25 09:56:11.908492347 +0300
Birth: -

e Let’s see how blocks increase on a regular file

$ Ls —s # print the allocated size of each file, in blocks

total 0@

Oa 0Db 0 newtarget.txt 0 target.txt

$ echo “Hello World” > target.txt # writing to actual file

$ cat /tmp/a

Hello World

$ ls —s /tmp/a

4 /tmp/a 12-27



O1 KAnoei¢ 2uompartog symlink() / readlink()

#include <unistd.h>
int symlink(char *oldpath, char *newpath)

int readlink(char *path, char *buf, int size)
Returns: -1=Error, 0=Success and readline returns the final number of bytes read to buf.

» H symlink dnuioupyei éva ouuBoAiké ouvdeauo arro thv oldpath otnv
newpath (6mrwc¢ n In —s oldpath newpath).

» Hreadlink emmiorpépel aro buf (ueyéBoucg size bytes), To ovoua oro
orToio d¢gixvel o ouuBoAikog ouvoeouocg. oldpath -> newpath

 H ouvaprnon readlink smiorpépel oav Tiun €€66ou Tov apiBuod Twv
bytes mou doiaaortnkav oro buf.

m.x. char buffer[20]; int size = 0;
symlink("/tmp/crawler”, "mycrawler”);
size = readlink("mycrawler”, &buffer, 20);
buffer[size]="0";
printf("%s %d\n", buffer, size);

=> EKTUTTWVEI /tmp/crawler 12 12:28



2. UUBOAIKOI 2Uvoeauol, symlink Kai
stat.st_nlink

directory eniry in /dirA directory entry in /dirB

L] L |
“ ...

inode name inode .‘ name .
12345 | namel 13579} name2

‘0

*
*
0.. .
o,

inode block inode block
12345 23567 13570 15213

“This is the 5 “dirAinamel”
text i1 the T
1 file. 1
23567 15213
Data Block : DataBlock

AeCla @aivetal 611 To dirB/name2 eival symbolic link oT1o /dirA/name1
(uéow TNG evToAr¢ “'In —s /dirA/name dirB/name2’’ 1} symlink(“/dirA/name1”, dirB/name2)
Etreidry To symbolic link dnuioupyei éva véo inode#13579 e stat.st_nlink=1
Znpeiwon: Edv B€Aoupe Tig TTANPo@opieg yia To inode evog symbolic link (kal
OXI TOU apxeiou 1o o1Toi0 ava@épeTal atro 1o link) dnAadr Tou inode#13579 avri
Tou inode#12345, T01e XpNOINOTTOIOUE:
int Istat(char *path, struct stat *buf)

Kai OXI Tnv
int stat(char *path, struct stat *buf) 12-29



$ 1s -al
total 0
drwx—————- 2 dzeina
drwx—————- 5 dzeina
-rw—————— 1 dzeina

lrwxrwxrwx 1 dzeina
lrwxrwxrwx 1 dzeina

Symbolic Loops

« Creating Loops with Symbolic Links possible, but not
dangerous (just a set of orphan pointers) ©

faculty 46 Oct
faculty 120 Oct
faculty @ Oct
faculty 1 Oct
faculty 1 Oct

25
25
25
25
25

$ rma # delete the actual file

rm:

remove regular empty file ‘a’? y

$ Ls —al # show orphan symbolic links

total 0
drwx————— 2 dzeina
drwx————— 5 dzeina

lrwxrwxrwx 1 dzeina
lrwxrwxrwx 1 dzeina

faculty 34 Oct 25

faculty 120 Oct 25
faculty 1 Oct 25
faculty 1 Oct 25

10:
10:
10:
10:
10:

10:
10:
10:
10:

27 .
26 ..
26 a
27
27

27 .
26 ..
27 b
27 ¢

$ In -s c a # substitute target with a symbolic

$ 1s —-al
total 0
drwx—————- 2 dzeina
drwx—————- 5 dzeina

lrwxrwxrwx 1 dzeina
Lrwxrwxrwx 1 dzeina
lrwxrwxrwx 1 dzeina

faculty 46 Oct
faculty 120 Oct
faculty 1 Oct
faculty .1 0Oct
faculty 1 Oct

25 10:28 .
25 10:26 ..
25 10:28 a —>
25,10:27 -h, —>
25 10:27 ¢ —

Corrupting the file system (for

fun and to dive deeper into the

b topic) possible by root using
more advanced tools

[¢)]

https://www.linux.com/training-
tutorials/fun-e2fsck-and-

debugfs/

link that creates a loop
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Alaxeipion KataAoywyv

O1 KAnoeic 2uothuatog¢ mkdir () / rmdir()

#include <sys/stat.h>
int mkdir (char *path, int mode)
int rmdir(char *path)

Returns: -1=Error, 0=Success

H mkdir donuioupyei éva véo Kara/\oyo ue ovoua path kai dikaiwuara
ITpoaragia¢c mode (11.x., rwx------ =700)

To path gival oxeTIKO (11.X., tmp) n amroAuro (11.x., /tmp/f1)

2NUEIWOTE OTI SIKAIWUATA Ta OTToIa OEV ETTITPETOVTAI ATTO THV
Tpéxouoa Tiun Tou umask o€ divovrai arov karaAoyo. l1.x. umask
022 => 755 (dnAadn ro umask 1epiopilel Tnv evroAn aurtn)
Emouévwg eav dwooupe 777 101€ N umask a B€ocl TEAIKG Ta
permissions O1Twc¢ 1a BEAe.

H rmdir oiaypagei Tov KaraAoyo ue 1o ovoua path, epogov o
KaraAoyog gival kevog. AuTn n mpoUtroBlsan urrapxel yia va [nv
uévouv ta blocks apyeiwv kai Ta inodes Toug opgava!

Eva koivo AdBoc civar va dwoouue 600 (rw-) dikaiwuara. Oi
karaAoyor xpeiagovrar touAayiaro (rwx) orto USER, dnAadn 700 yia
ITAPOUCIA0 TWV ATTOTEAECUATWYV TNC IS. 12-31




Alaxeipion KataAoywyv
[TpocTreAaon KataAoywyv

Ta mepiexoueva KATaAoywyv 1a oTroia TTEPIEXOUV uia AioTa arro
(d_ino,d_name) urropouv va mpooiTeAac8ouv uéow Twv
ouvaprnoswy BiIBAI0ONKNC (Ox1 KANCEIC ouaTNUATOC)
opendir, readdir kai closedir (o d _name civai ouvnbw¢ 255
chars)

H mmoooBaon o€ éva kardAoyo viveral uéow evog o¢ikrn DIR *
(avaAoyou ue tov FILE *) tTou xpnaoiuorroigiral atnv
ouvaprtnon BiIBAI06rHkn¢ stdio.h

()oT000 HOVO O TTUPNVAC UTTOPEI VA YPAWEI OTO
ITEPIEXOUEVO EVOC KATAAOYOU (ev avTiBeon UE Ta KOIVA apxeEia).

AuTO ouuBaiver yia va TpooTaTéWEl O TTUPHAVAC TOV XPHOTH
arro AGén ra orroia 6a KaraoTpEWouv 10 OEVOPO KATAAOYwWV

- directory blocks and data blocks

Bytes 2

14

File name

|-node
number

d ino __d _name

- :
struct dlren}2

\

-32




Alayeipion KataAoywyv
[TpooTrEAQCON KATaAOYWYV

o 2NUEIWOTE OTI KAOBE ApXEIO KATAAOYOU TTEQIEXE]
aTtnv apxn Tou dir block 1i¢ i-node d1eUBUVOEIC:
— «.» UQIOTAQUEVOU KAaTaAoyou Kal

— «..» TTPONYOUUEVOU KATAAOYOoU
* AUTO viveral yia va gival EQIKTH n TTAoNynan 1mpog¢
Ta TTAVW OTO KATAAOYO TOU UTTOOUCO. APXEIWV

-t directory blocks and data blocks

- ! \
uEENN
S o, 4
! \

2549 | .

12676 |FESES

Novikog
KOTAAoyog
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[TpocTreAaon KataAoywyv
O1 KAjoeig BiBAIoBrikng opendir (), closedir(), readdir()

#include <dirent.h>

DIR *opendir (char *path)
Returns: NULL=Error else pointer to DIR.
int closedir(DIR *dp)

Returns: -1=Error, 0=Success

struct dirent {
7 ino_t d_ino; [* inode number */
char d_name[256]; /* filename */

H opendir avoiyel ToyKardAoyo ue ovoua path kai emoTpEQPEl Eva
ociktn o€ DIR yia v mpooacn orov KaraAoyo.

H closedir kKAgivel Tov KaraAoyo 10 o1TOIO £X€I avoiéel uEow TOoU *dp

#include <dirent.h>
struct dirent *readdir (DIR *dp)

AiaBalel To eTOuEVo entry Tou avoiKTou KaraAoyou dp.

Emorpépel Eva O¢€ikTn ag doun struct dirent TTou avrioTolxEi OTO
TOEXOV OTOIXEIO TOU TTEPIEXOUEVOU TOU KATAAOYOU (a1To TOV OEIKTN d;‘)

Emoroéper NULL orav oev urradpyouv aAAa ortoixeia yia diaBaoua.

12-34



Alaxeipion KataAoywyv
[TpooTTEAQON KaTaAOywyv

#include <unistd.h>
int chdir(const char *path); ka1  fchdir(int filedes)

Return: -1=Error, 0=Success

char *getcwd(char *buf, size t size);
Return: NULL=Error, buf=Success

 To chdir emTpETTel O€ Eva TTPOYPAUHA VO OAAACEI TOV TPEXWV
KATAAOYO (OTTWC TNV €VTOAN cd).
* O TpE€XOoV KATAAOYOG £DW OPICETAI HECQ OTIG ECWTEPIKEG OOUEG
TNG dlEPYaOTiac Kal OEV aAVaPEPETAI OTO «.» TOU inode.

o [0 va BpeiTe TOV TPEXWV KATAAOYO EKTEAECTE TNV OUVAPTNON
ouoTtiuarog getcwd (dnA., 6uoio pe Tnv "pwd")

« H getcwd ypagel To Ovopa Tou TPEXWY KATAAOyou oTo buf
(MeyeBoug size) OTTWG N evioAn readlink trou gidaue
TTPONYOUNEVWC.
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[Tapadeiyua 3: IsdirR

Na vuAorroinoere o€ C Kai ue xphon KANOEwv
ouaTNUAToc, Eva amAo mpoypauua
IsdirR(pathname) 10 OTTOIO EKTUTTWVEI
avaopoUIKa OAQ Ta apxeia ta orroia
avagepovral UEow ToU pathname.

IT.X.
/Isdir ~/public _html/courses/epl111
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[Tapaodeiyua 3: IsdirR

#include <stdio.h> // printf
#include <sys/types.h>

/[ opendir, readdir, closedir
#include <dirent.h>
#include <sys/stat.h> // Istat

// function prototype
void printdir(char *, int);

int main(int argc, char *argv[])

{

printf("Directory scan of %s:\n",
argv[1]);

printdir(argv[1], 3);

printf("done.\n");

exit(0);

) Keva trapaypdoou

void printdir(char *dir, int indent) {
DIR *dp;
struct dirent *entry;
struct stat statbuf;
if((dp = opendir(dir)) == NULL) {
perror(dir); return;

}
chdir(dir); Il change directory

while((entry = readdir(dp)) != NULL) {
Istat(entry->d_name,&statbuf);
if(S_ISDIR(statbuf.st_mode)) {
/* Found a directory, but ignore . and .. */
if(stremp(".",entry->d_name) == 0 ||
stremp("..",entry->d_name) == 0)
continue;
printf("%*s%s/\n",indent,"",entry->d_name);
/* Recurse using a new indent offset */

printdir(entry->d_name,indent);

}

else printf("%*s%s\n",indent,"",entry->d_name);
¥
chdir("..");
closedir(dp); 12-37




[Tapadeiyua 1: EkTEAeon IsdirR

ArmroréAsoua ExktéAsonc $./ldirR ~/public _html/courses/epl111

Directory scan of /home/faculty/dzeina/public _html/courses/epl111:
contract.pdf
exercises/

ex1.pdf

ex2.pdf
exercises.html
index.html
lock.gif
notes.html|
pdf.gif ’ ] 7
proofwriting.pdf ,Z r] M el (L)O'r] ) ASV U’Tl'(] pXﬁl )
rosen.png KATTOIA OUYKEKPIMEVA GEIPA
slides/

lect3.pdf

lect1.pdf

lect15.pdf
ucy.gif

ex-manual.pdf 12-38
done.



mmap: map or unmap files or
= devices into memory

#include
#include
#include
#include
#include
#include

#include

#define
#define
#define

/* http:

int main
int
int
int
int

/* 0
*
*
*
* N
%/

fd =

if |

<sys/types.h>
<sys/stat.h>
<unistd.h>
<fcntl.h>
<sys/mman.h>

FILEPATH "/tmp/mmapped.bin"
NUMINTS (1000)
FILESIZE (NUMINTS * sizeof (int))

//en.wikipedia.org/wiki/Memory-mapped file */
(int argc, char *argv[]) {

i

fd;

result;

*map; /* mmapped array of int's */

pen a file for writing.

- Creating the file if it doesn't exist.

- Truncating it to 0 size if it already exists.

mmap() creates a new mapping in the
virtual address space of the calling
process. The starting address for the new
mapping is specified in addr. The length
argument specifies the length of the
mapping (which must be greater than 0).

(not really needed)

ote: "O WRONLY" mode is not sufficient when mmaping.
open (FILEPATH, O _RDWR | O _CREAT | O _TRUNC, (mode_t)0600);
fd == -1) {

perror ("Error opening file for writing");
exit (EXTT | FATILURE)
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mmap: map or unmap files or
devices into memory

/* Stretch the file size to the size of the (mmapped) array of ints

*/

result = lseek(fd, FILESIZE-1, SEEK_ SET) ; The prot argument describes the

if (result == -1) { desired memory protection of the
close (fd) ; mapping (and must not conflict with

the open mode of the file). It is
either PROT_NONE or the bitwise
OR of one or more of the following
flags: PROT_EXEC Pages may be
executed. PROT_READ Pages may
be read. PROT_WRITE Pages may
the filebewrritteh. PROTe NONE Pages/
may not be accessed.

perror ("Error calling lseek() to 'stretch' the file");
exit(EXIT_FAILURE);

/* Something needs to be written at the end of the file to hay

result = write(fd, "", 1);
if (result '= 1) {
close (fd) ;
perror ("Error writing last byte of the file");
exit (EXIT FAILURE);

MAP_SHARED Share this
mapping. Updates to the mapping
are visible to other processes
mapping the same region (child,
parent, sibiling)

/* Now the file is ready to be mmapped. */ )ﬂf{////
map = mmap (0, FILESIZE, PROT READ | PROT WRITE,

MAP SHARED, fd, 0);
if (map == MAP_FAILED) {

Close(f(d)E" o the £iiem void *mmap(void *addr, size_t length, int prot,
perror ("Error mmapping e file"); - . .
el (@D FATIIED) int flags, int fd, off_t offset);

} 12-40




mmap: map or unmap files or
devices into memory

/* Now write int's to the file as if it were memory (an array of ints).

*/
Data Flow

for (i = 1; i <=NUMINTS; ++i) {

map [i] = 2 * i ; Application Address
S
Main Memory pace

Kernel Address
Space

/* free the mmapped memory: int munmap (void *addr, siz

*/
if (munmap (map, FILESIZE) == -1) { o
Volatile Cache ' )
perror ("Error un-mmapping the file"); Storage "
Device (———"
/* Decide here whether to close(fd) and exit () or Wo| Stblestenge s/ . . T

*/

/* Un-mmaping doesn't close the file, so we still need to do that.

*/
close (f£d) ;
return 0; 1241



RDMA D &

* In computing, remote direct memory access (RDMA)
Is a direct memory access from the memory of one
computer into that of another without involving either
one's operating system. This permits high-throughput,
low-latency networking, which is especially useful in
massively parallel computer clusters.

RDMA App

Sockets API RDMA Verbs API

User

Kernel Sockets
TCP

IPv4/IPv6
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RDMA

« Advantages
— Lower Latency
— Lower CPU, caching and context switching

« Disadvantage:

— the target node is not notified of the completion of the request
(single-sided communications).

 TCP ACKs provide a natural mechanism to cope with producer-
consumer data rates

— RDMA operates over an inherently reliable link layer whereas TCP
typically operates over the unreliable Ethernet link layer.

Communications over TCP vs. Communications over RDMA/RoCE

ServerInftiatog Server - Target Server - Initiator Server - Target RDMA over
- ' = D | | £5) Converged
{ : ]| : T } o - |- ©) Ethernet or
< || - = '| } v= Infinband

D - O — D .
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RDMA over Converged Ethernet (RoCE)
or InfiniBand over Ethernet (IBoE)

 ROCE defines how to perform RDMA over Ethernet

— The RoCE v2 protocol exists on top of either the UDP/IPv4 or
the UDP/IPv6 protocol

UDP destination port number 4791 has been reserved for RoCE v2
e Installation Example:

https://support.hpe.com/hpesc/public/docDisplay?docld=a00071081en us&d
ocLocale=en US&page=GUID-617F4C95-AA58-43F7-B524-
78C6535747AC.html

— the iIWARP protocol defines how to perform RDMA over a
connection-oriented transport like the Transmission Control
Protocol (TCP).

 InfiniBand architecture specification defines how to
perform RDMA over an InfiniBand network.

—~InfiniBand (IB) is"a’'network specially designed for RDMA,

whirch Arliarantacce ralinhla tranemiccinn at thea hardwara lavial hiit
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