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[Tepiexouevo AlaAegnc

Aoun karaAoywyv (Is, cd, pwd, pathnames, pushd,
popd), xwpoc¢ diokou (du, df), 2uvdeauor (cuuBoAikoi,
OKAnpoi - In).

Karaoriyxa (/var/log) kai Partitions (mounts
atime/otime/mtime, Isblk, mkfs, fdisk)
2uumrieon-arroouptrieon (zip/unzip, gzip/gunzip,
bzip2/bunzip2, tar)

— [lNapadeiyua Backup (ue public/private keys)
Id1okTnoia kar Aikaiwuara lNpooBaon¢ (chmod,
chgrp, chown, umask, suid, sgid, sticky bit),
lpooOnkn Xpnorwyv (useradd/Idap,getent)
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Aoun KartaAoywv UNIX

 To UNIX peTaxeipifeTal Ta TTAVTA WG apXEia
— Standard text files and binaries
— KartdaAoyol (Directories)
— 2uvdeapol (Links)
— 2UOKEUEGC
e TEPUATIKO (terminal), TTANKTPOAOYIO, OKANPOC dioKOG, ..

* AUTO TTaEl TTIOW 01O OXEDIAOUO Tou UNIX

TTPOCTTAOWVTAG VA KPATNOEI TA TTAVTA OTTAQ.

— Metaxeipidovrtag Ta TTAVTA TO idI0 ETTITPETTEI € MIA
a1TAN dlETTAPN VA AAANAETTIOPA YE OAQ PE TOV idIO
TPOTTO.
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Aoun KataAoywv UNIX

* Aoun AvTeoTpauueEvou AEVTpou
/

i

/etc [usr /bin /sbin /home /lib /var /proc ...

N

/home/faculty /home/students

e N

/home/faculty/cchrys /home/students/cs
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Aoun KartaAoywv UNIX
/

— Pi1{IkO¢ kKaTtaAoyocg (Root) oAOKANPOU TOU OCUCTHANATOC

/boot
— ApXEia TTou XpNOIMOTTOIOUVTAI KATA TNV EKKIVNON.

— To “/boot/vmlinuz...” povoAIBIKOC TTuprjvac Tou Linux n
/mach_kernel Truprivac tou MACOSX;

/bin
— Binaries (Ta onuavTtikotepa, oTTwe shells, Is, grep, ...)
fusr/bin

* Binaries (AIlyoTEpPO onUAvVTIKA, EpYaAgia TTOU
XPNOIUOTTOIOUVTAI ATTO TOV XPNOoTn O0TTWS mysd|l,
ghome,. python, zip, KTA.. .2) 3.5
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Aoun KartaAoywv UNIX

 /sbin ka1 /usr/sbhin

— System Binaries (EKTeAEOIUA TTOU XPNOIKOTTOIOUVTAI
yia ouvTipnon
« XaunAou Emmitrédou (/sbin): reboot, grub
(bootloader), mount, tcpdump, iptables, nmap, KTA.
* YywnAou ETrittedou (/usr/bin): 11.%., httpd, squid,
sshd, vsftpd, dovecot KTA.

e Jusr

— [epiExel 0edopEva TTOU aXETICOVTAI UE TOUG XPNOTEC,
T.X.,
 user binaries, Ta €£yypagpa Toug, PIBAIOBNAKEC,
ETTIKEPAAIOEC APXEIWV, KATT... 26
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Aoun KartaAoywv UNIX

* /lib (MacOSX => usr/lib & /Library)

— Alapoipalopeveg BiBAIoOnkeg (Shared libraries) yia
TTpoypapupaTa 1Tou yivovrtal linked duvauika (01Tw¢ T
DLL's ota Windows)

— T.x., /lib/libc-2.5.s0 €ivai n BIBAI0BNAKN TnS C o1o UNIX n
OTToia OEVETAI OUVAUIKA MJE TO EKTEAEOIYO. 2TO wWindows
a1ro TNV AAAN TTpoypappata C civar statically linked pe
TIC BIBAIOBNAKEC (TTOpEXETAI ATTO TOV compiler)

e [dev

— 2UOoKeuEg (T1.X. disk, cdrom, dvd, port, audio, KATT).
@uunOBeite o1 oTO UNiX Ta TTAVTA €ival apxeial

 /home (MacOSX => /Users)

— ATT0OnKeUOVTAl OI AOyapIaCoUOi XPNOTWYVY
— T1.x., /hnome/facultly/dzeina/
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Aoun KartaAoywv UNIX

e /var

— XWpPOo¢ O1Tou dlatnpouvTal OedoUEVA TA OTTOId
aAAalouv ouyva (T1.X., logs, emails, epyaaiec TTou
yivovtal queued, T1.X., printer jobs)

« /proc (not available on MacOSX ®)

— XWPOC OTTOU «PUAAyovTal» (JE vonTO TPOTIO OXI
TTPAYMATIKA) TTANPOPOPIEC YIa TIC UTTO EKTEAEDN
OlEPYACTIEC (AVOIKTA apXeEid, uvrun, KTA)

 [.X., cat /proc/$$/status deixvel TTANPOPOPIEC yIa TNV
OlEPYACia TOU KEAUPOUG TTOU EKTEAEITE.

» /etc: Configuration files (inittab: processes started at

system bootup, fstab: file systems and their mount
points)

, . 3-8
« /lost+found: filesthat it restores after'a’'system crash
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Aopun KaraAoywyv ato Android:,

SHOAPPL00803:
app-cache
config

cache

sdcard

acct

mnt

d

etc

system

sys
shutdown.bravo.rc
shin

proc

init.rc
init.goldfish.rc
init.bravo.rc

init

default.prop
data
bootcomplete.bravo.rc
root

dev

(Linux Kernel 2.6)

Simple:
Use terminal app from Play Store (e.g., iTerminal

Programmer:

ADB Bridge part of the android SDK

Automations!

$ adb shell Is -R (list subdirectories recursively)
https://qist.qgithub.com/Pulimet/501 3acf2cd5b28e55036¢82c91bd
56d8

Researcher:

[C51] "Managing Smartphone Testbeds with SmartLab",
Georgios Larkou, Constantinos Costa, Panayiotis Andreou,
Andreas Konstantinidis, Demetrios Zeinalipour-

Yazti, Proceedings of the 27th USENIX Large Installation
System Administration Conference (LISA'13), Washington

D.C., USA pp. 115-132, ISBN: 978-1-9319/1-05-8, 2013.
3-9



http://images.google.com/imgres?imgurl=http://www.mas.ucy.ac.cy/NEWMAS/images/ucy_logo_clean.png&imgrefurl=http://www.mas.ucy.ac.cy/NEWMAS/images/&h=182&w=185&sz=41&tbnid=zwk0cIvSOnVJ3M:&tbnh=94&tbnw=96&hl=en&start=20&prev=/images%3Fq%3Ducy%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLG,GGLG:2006-01,GGLG:en%26sa%3DN
https://gist.github.com/Pulimet/5013acf2cd5b28e55036c82c91bd56d8
https://gist.github.com/Pulimet/5013acf2cd5b28e55036c82c91bd56d8
https://www.usenix.org/conference/lisa13/technical-sessions/papers/larkou
https://www.usenix.org/conference/lisa13

KataoTixa /var/log

« Some of the most important Linux system logs include:

/var/log/syslog (Debian) and /var/log/messages
(RHEL or CentOS) store all global system activity data, including startup
messages.

/var/log/boot.log: Boot sequence log messages.

/var/log/auth.log (Ubuntu and Debian) and /var/log/secure (Red Hat
and CentOS) store all security-related events such as logins, root user
actions, and output from pluggable authentication modules (PAM).

/var/log/kern.log stores kernel events, errors, and warning logs, which
are particularly helpful for troubleshooting custom kernels.

/var/log/cron stores information about scheduled tasks (cron jobs). Use
this data to verify your cron jobs are running successfully.

/var/log/apache2 *(Ubuntu) or /var/log/httpd (CentOS, Fedora, RHEL)
3-10
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Example /var/log/syslog

sudo cat /var/log/syslog

. Oct2211:08:35 vgate multipathd[764]: sda: add missing path

. Oct 22 11:08:35 vgate multipathd[764]: sda: failed to get udev uid: Invalid argument

. Oct 22 11:08:35 vgate multipathd[764]: sda: failed to get sysfs uid: Invalid argument

. Oct 22 11:08:35 vgate multipathd[764]: sda: failed to get sgio uid: No such file or directory
. Oct2211:08:37 vgate CRON[1294788]: (CRON) info (No MTA installed, discarding output)

. Oct2211:08:37 vgate CRON[1294787]: (CRON) info (No MTA installed, discarding output) 3) M On |t0r Sltutat

. Oct2211:08:40 vgate multipathd[764]: sda: add missing path

. Oct 22 11:08:40 vgate multipathd[764]: sda: failed to get udev uid: Invalid argument

. Oct 22 11:08:40 vgate multipathd[764]: sda: failed to get sysfs uid: Invalid argument

. Oct 22 11:08:40 vgate multipathd[764]: sda: failed to get sgio uid: No such file or directory 4) LO g fl IeS are
. Oct2211:08:45 vgate multipathd[764]: sda: add missing path ]

. Oct 22 11:08:45 vgate multipathd[764]: sda: failed to get udev uid: Invalid argument au to m at | Cal Iy

. Oct 22 11:08:45 vgate multipathd[764]: sda: failed to get sysfs uid: Invalid argument

. Oct 22 11:08:45 vgate multipathd[764]: sda: failed to get sgio uid: No such file or directory mal ntaln ed/pu rge

. Oct2211:08:50 vgate multipathd[764]: sda: add missing path

3 Oct 22 11:08:50 vgate multipathd[764]: sda: failed to get udev uid: Invalid argument
. Oct 22 11:08:50 vgate multipathd[764]: sda: failed to get sysfs uid: Invalid argument
. . . . . https://askubuntu.com/questions/1242731/ubuntu-20-04-multipath-configuration
3 Oct 22 11:08:50 vgate multipathd[764]: sda: failed to get sgio uid: No such file or directory
. Oct2211:08:55 vgate multipathd[764]: sda: add missing path = Stack Q Search on Ask Ubuntu..
8 Answers Sorted by: | Highest score (default)
A& Home
. Through this, | have resclved my issue:
server error — -
@ Tacs 59 1.Run vi setc/multipath.conf and add this to the file:
defaults {
28 Users v user_friendly_names yes
. . y
2) Find Solution
B Comparies dev}sznéur "VMware"
“ Unanswered product "virtual disk"

¥
b

TEAMS
2. Restart the multipath-tools service:

overflow sudo systemctl restart multipath-tools

Now available on Stack
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Apache Logs /var/log/apache?

« The usual format that Apache follows for presenting log
entries Is:

"Sh

1 %u %t \"%r\" %$>s %0 \"${Referer}i\" \"%{User-Agent}i\"”

* Here’s how to interpret this formatting:

$h - The IP address of the client.

%1 - This is the ‘identd’ on the client, which is used to identify them. This field is usually empty, and
presented as a hyphen.

%u — The of the client, if HTTP authentication was used. If not, the log entry won’t show anything
for this field.

%t - Timestamp of the log entry.

\%r\ - The request line from the client. This will show what HTTP method was used (such as GET or POST),
what file was requested, and what HTTP protocol was used.

%$>s - The status code that was returned to the client. Codes of 4xx (such as 404, page not found) indicate
client errors and codes of 5xx (such as 500, internal server error) indicate server errors. Other numbers
should indicate success (such as 200, OK) or something else like redirection (such as 301, permanently
moved) .

%0 - The size of the file (including headers), in bytes, that was requested.

\”%${Referer}i\” - The referring link, if applicable. This tells you how the user navigated to your page
(either from an internal or external link).

\”%{User-Agent}i\” - This contains information about the connecting client’s web browser and operating
system.

. A typical entry in the access log will look something like this:

10.10.220.3 - = [17/Dec/2019:23:05:32 -0500] "GET /products/index.php HTTP/1.1"™ 200 5015
"http://example.com/products/index.php" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/79.0.3945.79 Safari/537.36"
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Access Logs /var/log/wtmp

last searches back through the /var/log/wtmp file (or the file designated by the -f
option) and displays a list of all users logged in (and out) since that file was
created.

vgate @vgate:~S last | head

vgate pts/0 10.16.16.23 Tue Oct 22 11:08 still logged in
vgate pts/0 10.16.16.43 Tue Oct 22 11:08 - 11:08 (00:00)
vgate pts/0 10.16.16.13 Mon Oct 21 10:13 - 10:15 (00:02)
vgate pts/O  10.16.16.13 Mon Oct 21 09:04 - 09:04 (00:00)
vgate pts/O  10.16.16.13 Mon Oct 21 08:52 - 08:53 (00:00)
vgate pts/0 10.16.16.13 Mon Oct 21 08:51 - 08:52 (00:00)
vgate pts/0 10.16.16.13 Mon Oct 21 06:00 - 06:02 (00:01)
vgate pts/O  10.16.16.13 Mon Oct 21 05:58 - 06:00 (00:01)
vgate pts/O  10.16.16.13 Thu Oct 17 09:47 - 12:00 (02:13)
vgate pts/0 10.16.16.13 Thu Oct 17 08:38 - 08:41 (00:02)
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KaTtaoTixa systemd / journalctl

« The ‘journalctl’ command is part of the systemd suite
of utilities and is used to query and display log messages
from the systemd journal. (in binary form)

— The systemd journal and /var/log/syslog are two different logging mechanisms in Linux,
with the systemd journal being the default for systemd-managed systems, while
Ivar/log/syslog has been a standard for Unix-like systems for decades.

« The systemd journal is a centralized logging system
that collects and stores log data from various sources,
Including system services, kernel events, and user
applications (in binary form)

 /var/log/apache2 vs. systemd / journalctl

— Manages system services and processes during boot and
runtime. It handles starting, stopping, and supervising services
like Apache (but Apache individual log files are more complete if

we are interested in understanding its internal operation) 3.14
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[TAonynon otn Aoun KartaAoywv
* EvroAn Is (emmAoyec -a, -, -r, -R, -t, -I)
— N\IOTO APXEIWV KAl KOATOAOYWV OTO UPICTAUEVO
KOTAAOYO

-a : (all) do not ignore files starting with . (hidden files)

-| : use along listing format
-rw-r--r-- 1 dzeina faculty 950784 Sep 14 13:29 01l.Introduction.ppt

-r . reverse order while sorting (avriotpo@n raéivounon)
-R : list subdirectories recursively (avadpouika)

-t . sort by modification time (raéivounon Baoei rou
XPOVOU TPOTTOTT0INGNC)

-1 . print the index (inode) number of each file
1758427225 drwxr-x---- 2 dzeina faculty 40 Oct 24 2006 zei  3-15
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[TAonynon otn Aoun KartaAoywv
e 1816TNTEC ApYXEiWV T

— AIKaiwuara e e vl 5 0

_ ApiBué SkAnpwv SuvBEoUwY -t £ ot il 405 U

— 1010KTNTNC el 0

— Ouada 1d1oKTATN T

— MéyebBoc¢

— Xpovoc¢ Tporrormroinong

— Ovoua

teat/teatls

y-r--r-- 1 cchrys tapecial 0 Jan 23 23:56 testd.txt

drwxr-x--- 2 dzeina faculty 40 Oct 24 2006 zel
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File Creation Timestamps
[atime, mtime, ctime and crtime/btime (ext4)]

S touch test.txt
S stat test.txt
File: ‘test.txt’

Size: O Blocks: O IO Block: 1048576 regular empty file
Device: 3fh/63d Inode: 6670939444 TLinks: 1
Access: (0600/-rw--—-—--——- ) Uid: ( 1240/ dzeina) Gid: ( 231/ faculty)

Context: system u:object r:nfs t:s0
Access: 2018-03-28 11:31:19.705349937 +0300 # time of last access (of the file’ s content) - R *
Modify: 2018-03-28 11:31:19.705349937 +0300 # time of last data modification (file’ s content) — W or A
Change: 2018-03-28 11:31:19.705349937 +0300 # time of status change (inode change)
Birth: - # ext4 newly introduced attribute to show when it appeared on filesystem
S echo "a" > test.txt
$ stat test.txt
File: ‘test.txt’

Size: 2 Blocks: 8 IO Block: 1048576 regular file
Device: 3fh/63d Inode: 6670939444 Links: 1
Access: (0600/-rw-——-———--——- ) Uid: ( 1240/ dzeina) Gid: ( 231/ faculty)

Context: system u:object r:nfs t:s0
Access: 2018-03-28 11:31:19.705349937 +0300

Modify: 2018-03-28 11:31:40.620763232 40300  Relatime (deferred atime
Change: 2018-03-28 11:31:40.629763232 +0300 updates) in 2 slides

Birth: -
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File Creation Timestamps
[atime, mtime, ctime and crtime/btime (ext4)]

$ chmod 777 test.txt
S stat test.txt
File: ‘test.txt’

Size: 2 Blocks: 8 IO Block: 1048576 regular file
Device: 3fh/63d Inode: 6670939444 Links: 1
Access: (0777/-rwxrwxrwx) Uid: ( 1240/ dzeina) Gid: ( 231/ faculty)

Context: system u:object r:nfs t:s0
Access: 2018-03-28 11:31:19.705349937 +0300 # time of last access (of the file’ s content) — Read
Modify: 2018-03-28 11:31:40.629763232 +0300 # time of last data modification (file’ s content) — Write or A
Change: 2018-03-28 11:33:14.851150111 +0300 # time of status change (inode change)
Birth: -
$ cat test.txt
a
$ stat test.txt
File: ‘test.txt’

Size: 2 Blocks: 8 IO Block: 1048576 regular file
Device: 3fh/63d Inode: 6670939444 Links: 1
Access: (0777/-rwxrwxrwx) Uid: ( 1240/ dzeina) Gid: ( 231/ faculty)

Context: system u:object r:nfs t:s0

Access: 2018-03-28 11:33:32.247672734 +0300

Modify: 2018-03-28 11:31:40.629763232 +0300

Change: 2018-03-28 11:33:14.851150111 +0300

Birth: - 3-18
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Noatime, Relatime mounts

 Normal mounting according to POSIX is atime, however certain
fllesystems use noatime (atime never accessed) or relatime

* relatime maintains atime data, but not for each time that a file is
accessed.

— With this option enabled, atime data is written to the disk only if:

 the file has been modified since the atime data was last updated (mtime -
time of last file’ s content data modification — W or

 the file was last accessed more than a certain amount of time ago (by
default, one day).

cat /proc/mounts | grep students

pallene.in.cs.ucy.ac.cy:/home/students /home/students nfs4
rw,relatime,vers=4.1,rsize=1048576,wsize=1048576,namlen=255, hard,
proto=tcp,timeo=600, retrans=2, sec=sys,clientaddr=10.16.1.101, loca
1 lock=none,addr=10.16.1.33 0 O
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[TAonynon otn Aoun KartaAoywv

* EvTOAn cd
— AAANQYN TPEXOVTOC KOTAAOYOU

« Ei1dIKkoi KataAoyol-2uuBoAiopoi
— KataAoyoc-pica (/)
— TpEXwV Kataloyoc (.)
— ['ovikO¢ kKaTaAoyocg (..)
— KardAoyoc¢ Agpetnpiag (SHOME) (~)
— AUTOI 0l KOTAAOYOI UTTOPOUV VA «OToIBaXO0oUV»
e T1.X.../.. =»0uU0 KaTAAOYOI TTAVW ATTO TOV TPEXWV KATAAOYO
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[TAonynon otn Aoun KartaAoywv

« EvroAny pwd (i echo $PWD)

— Eppavion ATT6AuTOU OVOUATOG-JOVOTTATIOU
TPEXOVTOC KATAAOYOU

e OvopuaTa-MovoTtraria

— ATTOAUTO
* [1avToTE CEKIVA ATTO TOV KATAAOYO-pia (/)Kal
TepIAauBavel 6An tn diadpoun
— IN.x. /home/faculty/dzeina/public
— ZXETIKA
e 2XETIKA UE TOV TPEXWV KATAAOYO

— I'.x. ~/public
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[1poxwpnuevn MNMAonynon
otn Aoun KaraAoywv

EvToAn pushd <dir>

— «ZTTPWYXVED» €Va KATAAOYO O€ HIa OTOoIa
« ETTiong peTakivoupyaoTe 01O KATaAoyo <dir>

EvToAn popd

— «Byadei» Tnv Ke@aAn X atro 1n oToif3a
« ETriong JETAKIVOUPOOTE OTO KATAAOYO <X>

Mia oToif3a gival yvwoTth we LIFO

— Last In, First Out

ExkTeAwVTAC: pushd
— TTAPAOETEI TO TTEPIEXOUEVO TNG OTOIRAC.
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Xwpoc¢ Aiokou kal Oplo Xpnong

 EAegyxoc xpnonc xwpou OioKou
— EvroAn du (disk usage)
» Acixvel TTooo Xwpo (o€ kilobytes) deopeveTal yia KABE apyeio
| KATAAOYO (avVaOPOHIKG)
du —c: ouvouyilsi To TeAIKO aBpoioua o bytes.

— du —s: ekreAei TNV avadpoun aAAa rrapouaoialel UOVo TO
dBpoioua Tou ueyEBoucg Tou KaraAoyou (Oxi 1o uéye6oc¢ Kabe eTTi

UEPOUS KaTaAdyou)
apadcsiyuara \

du -c answers.txt input.txt du zei du -s zei
28  answers.txt 0 zeilsl 20 zel
4 , txt 20 zel
nput.x Find Largest File in UNIX (e.g., partition filled)
32 total du -a /dir/ | sort -n -r | head -n 20
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» EAcyyxoc diabBéaiuou xwpou dioKou
— EvrtoAn df —h (human readable output)
* Acgiyvel Tooog Xxwpog (o€ kilobvtes) eival dilaBgoiuoc |

oTto file system

O Aoyaplaouog Tou XpnoTn EXE
TTEPIOPICHEVO XWPO.
XpnolJoTroleital Eva 0pIo

xpnonc (quota) yia va eAeyxOei
0 O100£01U0C XWPOG.

quota —v # display disk usage and

limits

NES Mounts

Filesystem Size Used Avail Psed Mounted on
/dev/mapper/VGSystem-LVroot

2.0G 881M 1002M | 47%)/
/dev/mapper/VGSystem-LVtmp

992M  34M 908M| 4s|/tmp
/dev/mapper/VGSystem-LVvar

3.26 1.3G 1.8G] 41% {var
/dev/mapper/VGSystem-LVopt

496M 113M 359M 24% fopt
/dev/mapper/VGSystem-LVusr

4.46 2.8G 1.4 67% fusr
/dev/mapper/VGSystem-LVusrLocal

496M  64M 407M 14% Jusr/local
/dev/sdal 99M  40M 55 43% Jfboot
tmpfs 2.0G6 0% fdev/shm
/dev/mapper/VG ata

566 336G 219 61% [sys—data
csfs s.ucy.ac.cy:/home/projects

256  21G 3.4 87% [home/projects
csfs3.cs.ucy.ac.cy:/home/support

100G 68G  33G 68% [home/support
csfsl.cs.ucy.ac.cy:/home/faculty

432G 410G 23G| 95% [home/faculty
csfs7.cs.ucy.ac.cy:/home/students

170G 130G  41G| 77% |/home/students
csfsd.cs.ucy.ac.cy:/home/research

342G 338G 4.3G /home/research

tj

S9-£0
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Mount 1 TB NVMe on

Ubuntu Host

# create mount folder
sudo mkdir /media/nvmelTB

# format file system
sudo mkfs.ext4 /dev/sdb

# mount filesystem
sudo mount /dev/sdb /media/nvmelTB/

sudo Isblk -o NAME,FSTYPE,SIZE, MOUNTPOINT,LABEL
NAME FSTYPE SIZE MOUNTPOINT LABEL
sda 1T

|-—sda1 vfat 1G /boot/efi

|—sda2 ext4 2G /boot

Lsda3 LVM2_member 1020.9G
Lubuntu--vg-ubuntu--lv ext4 100G/
sdb ext4 1T /media/nvme1TB

sr0 1024M

cd /media/nvmelTB; touch file # create a file on new mount

S mount # not mounted
# yet -(

sysfs on /sys type sysfs (rw,nos uid,nodev,noexec,relatime)

procon /proc type proc (rw,nosuid,nod ev,noexec,relatime)

udev on /dev typedevtmpfs (rw,nosuid,relatime,size=51508796k,nr_inodes=
devpts on /dev/pts type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620
tmpfs on /run type tmpfs (rw,n osuid,nod ev,no exec,relatime,size=10309016k
efivarfs on /sys/firmware/ efi/efivars type efivarfs (rw,nosuid,nodev,noexec,r
/dev/map per/ubuntu--vg-ubuntu--lvon / type ext4 (rw,relatime)

securityfs on /sys/ kernel/security type securityfs (rw,nosuid,nodev,noexec,re
tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev,inode64)

tmpfs on /run/lock type tmpfs (rw,nosuid,no dev,n oexec,relatime,size=5120k
cgroup2 on /sys/fs/cgroup type cgroup 2 (rw,nosuid,nod ev,no exec,relatime,n
pstore on /sys/fs/pstore type pstore (rw,nosuid,nod ev,noexec,relatime)
bpfon /sys/fs/bpf typ e b pf (rw,nos uid,nodev,noexec,relatime,m ode=700)
systemd-1 on /proc/sys/fs/binfmt_misc type autofs (rw,relatime,fd=32,pgrp-=
debugfs on /sys/ kernel/debug type debugfs (rw,nosuid,no dev,noexec,relatin
hugetlbfs on /dev/h ugepages type hugetlbfs (rw,nos uid,nodev,relatime,page
mqueue on /dev/mqueue type mqueue (rw,nos uid,nodev,noexec,relatime)
tracefs on /sys/kernel/tracing type tracefs (rw,nos uid,nodev,noexec,relatime
fusectl on /sys/fs/fuse/connections type fus ectl (rw,nosuid,nodev,noexec,rel
configfs on /sys/kernel/config type configfs (rw,nosuid,no dev,n oexec,relatim
/dev/sda2 on /boot type ext4 (rw,relatime)

/dev/sdal on /boot/efi type vfat (rw,relatime,fmask=0022,dmask=0022,code
ro)

binfmt_misc on /proc/sys/fs/binfmt_misc type binfmt_misc (rw,nosuid,n ode
tmpfs on /run/user/1000 type tmpfs (rw,nosuid,nodev,relatime,size=103090:
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Isblk — Filesystem Info

Isblk lists information about all available or
the specified block devices. The Isblk
command reads the sysfs filesystem and
udev db to gather information.
o -f --fs

— QOutput info about filesystems.
e -3, --all

— Also list empty devices and RAM disk devices.
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Find All Partitions with Isblk

dmslv100@dmslv100:~S sudo Isblk -o NAME,FSTYPE,SIZE,MOUNTPOINT,LABEL
[sudo] password for dmsiv100:

NAME FSTYPE SIZE MOUNTPOIN LABEL

sda 1T

|~sdal vfat 1G /boot/efi

|—sda2 ext4 2G /boot

Lsda3 LVM2_member 1020.9G
Lubuntu--vg-ubuntu--lv ext4 100G /

sdb 1T

sr0 1024M

ap@ap:~S Isblk -f

NAME FSTYPE LABEL UUID FSAVAIL FSUSE% MOUNTPOINT
fdo

loop5 squashfs 0 100% /snap/Ixd/29619

sda

|~sdal

Lsda2 ext4 fcef59e2-4d33-410f-8a7d-01a9eacf9c04 38.1G 47%/
sdb
L-sdbl ext4 47ccec79-bb14-4922-8fc7-72cf97ddc225 401.4G  13% /data

ap-lb~ $Isblk-a

NAME MAJ:MINRM SIZE RO TYPE MOUNTPOINT
fdo 2:0 1 4K Odisk

loop7 77 0O 0 loop

sda 8:0 0 80G Odisk

F-sda1l 8:1 0 1M Opart# not mounted
Lsda2 82 0 80G 0 part/

sdb  8:16 0 500G O disk

Lsdbl 8:17 0 500G O part /data

srO 11:0 1 1024M,0rom
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Find Data Partitions with fdisk

Ssudo fdisk —| # manipulate disk partition table
Disk /dev/sda: 1 TiB, 1099511627776 bytes, 2147483648 sectors

Disk model: Virtual disk

Units: sectors of 1 * 512 =512 bytes

Sector size (logical/physical): 512 bytes /512 bytes

1/0 size (minimum/optimal): 512 bytes /512 bytes
Disklabel type: gpt

Disk identifier: CB2BC496-C1F9-4A8F-8C6A-3869306055F9

Device  Start End Sectors Size Type

/dev/sdal 2048 2203647 2201600 1G EFISystem

/dev/sda2 2203648 6397951 4194304 2G Linux filesystem
/dev/sda3 6397952 2147481599 2141083648 1020.9G Linux filesystem

Disk /dev/sdb: 1 TiB, 1099511627776 bytes, 2147483648 sectors

Disk model: Virtual disk

Units: sectors of 1 * 512 =512 bytes

Sector size (logical/physical): 512 bytes /512 bytes
1/0 size (minimum/optimal): 512 bytes /512 bytes

Disk /dev/mapper/ubuntu--vg-ubuntu--lv: 100 GiB, 107374182400 bytes, 209715200 sectors
Units: sectors of 1 * 512 =512 bytes

Sector size (logical/physical): 512 bytes /512 bytes

I/0 size (minimum/optimal);-512 bytes / 512 bytes
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duAagn Xwpou Aiokou

e 2 UMTTIECN APXEIWV
— EvToAn zip
« Kd&OBe apyeio TTou oupTTIECETAI AVTIKOBIOTATAI PE EVA APXEIO JE
TTPOEKTAON .ZIP
» [lapddeiyua: zip file.zip *
— EvroAn gzip
 GNU ekdoxn Tou zip
« KaBe apyeio TTou ocupTTiECeTal avTiKaBioTaTal HE Eva APXEIO PE
TTPOEKTOON .gZ
— EvroAn bzip2
* Ala@QOopPETIKOCS aAyopIBuog (LZW)
« Kd&OBe apxeio TTou oupTtTIECETAI AVTIKABIOTATAI PE EVA APXEIO E
TTPOEKTOON .bz2

EmiAoyn -v

* Verbose mode — d¢cixvel TNV avaloyia cuuTrieong yia KA6e apyeio
TTOU €TTECEPYAlETAl

» Tumwver. total bytes=55, compressed=44 -> 20% savings
3-30


http://images.google.com/imgres?imgurl=http://www.mas.ucy.ac.cy/NEWMAS/images/ucy_logo_clean.png&imgrefurl=http://www.mas.ucy.ac.cy/NEWMAS/images/&h=182&w=185&sz=41&tbnid=zwk0cIvSOnVJ3M:&tbnh=94&tbnw=96&hl=en&start=20&prev=/images%3Fq%3Ducy%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLG,GGLG:2006-01,GGLG:en%26sa%3DN

duAagn Xwpou Aiokou

* ATTOCUUTTIEON APXEIWV
— EvroAn unzip
— EvtoAn gzip -d (decompress) n gunzip
— EvtoAn bzip2 -d i bunzip?2
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Verbosely (dnA.,

’ , ’ OEiXVEI TI
PuAagn Xwpou AiOKOU  omezraisr
I tar file)
create flle Conltsetnts / extract

 EvroAn tar (emAoyéc -c, -f, i, -

— 2wdel TToOAAG apxeia yadi o' Eva eviaio apyEio Kal
dlatnpei TTAnpogopieg Tou filesystem 61wg user,
group permissions, dates, directory structures.

— TAR: Tape Archive

[Napadeiyuara

— tar -cvf archive.tar foo bar

« Anuioupyei 1o tar_file atmdé Ta apyxeia foo kai bar.
— tar -xvf archive.tar

« Ecayel OAa Ta apxeia arro 1o tar_file.
— tar -cvfz archive.tar.gz foo bar

* Anuioupyei ouuTrieopévo tar_file (ue Tov aAyopiGuo gzip) atrg,
Ta apxeia foo kar bar
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[Tapadeiyua EpyaAgiou Backup

# Execute every day at 02:30
# crontab -e
# Add: 30 2 * * * /home/faculty/dzeina/backups/anyplace/wwwbackup.sh

#!/bin/bash

# ALWAYS remember to have #'/bin/bash (no spaces) in the first line of the script for
it to be executed by crond! Also check permissions to be 755 so that crond can have
execute permissions on the file

date

# carry out remote backup
echo -e "Backup WWW Play Web ap.cs.ucy.ac.cy .."
ssh -1 anyplace ap.cs.ucy.ac.cy tar -zcvf /tmp/anyplace-www-daily-backup.tar.gz /home/anyplace

echo "Done"

# transfer on csucy remote backup

echo -e "Transferring remote /tmp/anyplace-www-daily-backup.tar.gz locally ...

scp anyplacelap.cs.ucy.ac.cy:/tmp/anyplace-www-daily-backup.tar.gz
/home/faculty/dzeina/backups/anyplace/anyplace-www-daily-backup.tar.gz

echo "Done"

# delete remote backup
ssh -1 anyplace ap.cs.ucy.ac.cy rm -rf /tmp/anyplace-www-daily-backup.tar.gz
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2. UJBOAIKOI 2UVvOET O

* EI10IKOG TUTTOC ap)eiou: OXI apyxeio dedopeEvwy,
OAANQ QPXEIO TTOU TTEPIEXEI EVA OEIKTH OE KATTOIO
aAAo apyeio (OnA., oav Shortcut ota Windows).

— Apa w¢ auvroueuon

e 2UVTOUEUON O€ €Va KATAAOYO
» [TapExel Eva yprlyopo cUuvOECHUO O€ OTTOIODNTTOTE APXEIO.

& £s4038.in.cs.ucy.ac.cy - PuTTY

hash-3.1% 13 -1 test/LinkToFilez.txt

lew 1 cspgocl cspy 20 Jan 24 10:320 test/LinkToFileZ . txt -> test/testiZ/testl.txt

ru THI WK
hash-3.1% I
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2.Uvoeaol

« EvrtoAn In (emAoyn -s) <TARGET> <NAME>

— -s dnAwvel éva ouuPoAiko cuvdeopo (symbolic link)
— XWpPIc TNV €mmAOY auTh, évac okAnpo¢ ouvdeouog (hard link)
dnMIoUPYEITAI JE TO TTEPIEXOMEVO TOU target apxeiou.

— T1.x., In —s oldfile symboliclinkfile
o Alapopa ueraéu evoc okANpou Kai evog ouuBoAikou
OUVOEOUOU:
— Oa £gnyndei apyoTePaA TTIO AVAAUTIKA.

— I'IpOKaTapTlKr] eTTECYNON:

* ZUMPBOAIKOG ouvdeopog: ‘Eva apxeio (] katdAoyog) X, padi e TTOAAEG
EYYPAPEC NETA-TTANPOPOPIWY (inodes) TTou avagépovTal oTo X.

— KdaB¢e inode meta-tTAnpo@opiwv gival cav Shortcut
« 2KANpOg ocuvdeopog: ‘Eva apxeio (i katdhoyog) X, padi ue 1 eyypaen YETO-
TTAnpoopiwyv (inode) TTou avagEpetal oTo X. H eyypagpn HETA-TTANpoPoOpIWV
(inode) karaypdgel TTOO0I AVAPEPOVTAI OTO €V AOYW aApPXEio.
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

« Xpnornc¢ (User): otroloodnTIoTE EXEI
Aoyaplacuo oto UNIX auoTtnua

* O1I XpNoTeC opyavwvovTal o Ouadec
(Groups).
— EVAG I TTEPICOCOTEPOI XPNOTEC JTTOPOUV VA
QVIKOUV O€ noAAaTr)\ég OMAOEG.

Superuser

(System admlnlmr)

o o o [0 o o o
A AAMAMAMAAMA
o/ 0 0 (0 0 o o
AMAAAMAMAAMAAMA
ol 0 o 0 (0 o o
AAAAAMAAAA
o & o o o o o 3-37
A AAAAMAAAA


http://images.google.com/imgres?imgurl=http://www.mas.ucy.ac.cy/NEWMAS/images/ucy_logo_clean.png&imgrefurl=http://www.mas.ucy.ac.cy/NEWMAS/images/&h=182&w=185&sz=41&tbnid=zwk0cIvSOnVJ3M:&tbnh=94&tbnw=96&hl=en&start=20&prev=/images%3Fq%3Ducy%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLG,GGLG:2006-01,GGLG:en%26sa%3DN

|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

* [0 va BpeIc TTANPOPOPIEC OE TTOIA/EC
oMada/eC avNKEl Evag XpNoTNnG:

— EvToAn groups <username>

bash-3.1$ groups dzeina
dzeina : faculty epl3’/1
bash-3.1$ groups cchrys

cchrys : tspecial epl001 csphd visiting epl37/1

— 2nueiwon: 210 UNIX, kadBe xpnotnc MPEMEI va civai
MEAOC TOUAAXIOTO MI0G opadag (auTr) TTou opileTal
atro 10 GID pyéoa or1o /etc/passwd) 3-38
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|010KTNOIa KAl AIKaiwuaTA
[TpOoBaonc
« EmiTreda Ao@aAciac:

— ZuoTtnua, KardAoyog, Apxeio

— ACQ@AAgI0 ZUCTAMATOG: EAEYXETAI ATTO TOV
OIaXEIPIOTH TOU CUOTAMATOC (System administrator)

— KatdAoyog kai Apxeio: eAEyxetal atrd 1o XpnoTn
OTOV OTTOI0 AVNAKEI

A Level 1:System

SysAdmin Level 3:File
[ h-N
User
\_evel 2:Directory V
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

 Kwdikag AikaiwpaTtwy lNMNpoocpaong*

File Type | Read Write Exec Read Write  Exec Read Write  Exec
Indicator \ ( \ ( \
- r WX (oW X row o x
(regul, dir, ...)
User Group Others

— User (XpRotng-1010kTATNG): O dnuioupyoc Tou apxeEiou
— Group (Opada): 21 Ao XPrOTEC TTOU OPAdOTTOIoUVTAl

— Others (YmroAoitroln): O1roioodnT1ToTE AOYOPIAC OGS TTOU
dev avnkel otnv Opdda aAAd avkel o€ AAAN ouada

— TpEeIC TUTTOI DIKAIWUATWY TTPOCBA0NG:

*r read

° W write

e X execute

permission denied

* |s~al <filer|-directory> 3-40
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|010KTNOIa Kal AIKaiwuaTA
[TpodoBaoncg

« TiutrodnAwvel To KABe €idog TTPOCRACNC;

r (read) View file contents List directory contents
w (write) Change file contents - Change directory contents
(create and remove files in that
dir.)
X (execute) Run executable file - Access files explicitly (by

name) in the given folder

Permission denied Permission denied
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How to provide RWX Access to
specific Other?

« chmod xx7 folder

— gives access rwx to other, might be necessary e.g.,
to allow the cron job user access a given directory.

— At the same time other processes also have this
right.

— How to fix 1t?
« Solution 1: Make him the Owner of the folder

— chown -R user2:group2 /home/userl/documents

— Problem: we lose access to the folder (i.e., we
become others :-(

« Solution 2: setfacl/getfacl next slide ...

3-42
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Access Control Lists (ACLs) of files and
directories.

1)dzeina@ada> getfacl test/ esetfacl: Invokes the program to manage

# file: test/ permissions.
# owner: dzeina e-m: This flag is used to Modify
. permissions.

# group: facult
group Y eu:root:rwx: Specifies the

user::rwx _ _
group: - user root (u:root) and grants him reading,
other"'--- writing, and execution permissions (:rwx).

etest: The target file/folder to which
permissions are modified/applied.

1)dzeina@ada> setfacl -m u:root:rwx test

1)dzeina@ada> getfacl test/

# file: test/

# owner: dzeina

# group: faculty

user::rwx

user:root:rwx

group::---

mask::rwx 3-43
other::---
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|010KTNOIa KAl AIKaiwuaTA
[TpOoBaonc
« Aciktn¢ TuTttou Apxeiou

Xapaktinpag |Acgiktng Tuotrou Apxeiou

d Directory

b Block-type special file (11.x., DVD,
CDROM, DISK)

C Character-type special file (171.x., terminals,
printers kal networks)

| Symbolic Link

D Pipe

S Socket

i Regular file o
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|010KTNOIa KAl AIKaiwuaTA
[TpocBaoncg

« EAfyyovTac Ta AIKaiwpaTa:
— EvioAn Is -| <file_ OR_dir_name>

bash-3.1$ 1s -1R test
total size of all

(flles in the I|st (measured in 512 B)

test/:
/ / Permissions, Hard-Links, User, Group, FileSize, Last Modified Date + Time,

total 4 Filename

-rw-r--r-- 2 cspgccl cspg 28
lrwxrwxrwx 1 cspgccl cspg 20
drwxr-xr-x 4 cspgccl cspg 50
drwxr-xr-x 2 cspgccl cspg 22

test/testl:
total 4

Jan 25 14
Jan 24 10
Jan 28 17

:35
:50
125
Jan 24 10:

42

HardLinkToFilel. txt

SymbLinkToFile2.txt -> test/test2/test2.txt
testl

test?2

drwxr-xr-x 2 cspgccl cspg 24 Jan 23 22:41 testl 1
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

* ANy AIKQIWPATWV:

Changing
Permissions

Symbolic | Octal |

3-46
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|010KTNOIa KAl AIKaiwuaTA
[Tpooaonc
* AANayn AIKAIWPATWV:

— EvioAn chmod - goévov o 1I010KTATNS (0 Su)
(ka1 GAAQ HEAN TNGC ONAdAG KATW aATTO 0pBa dIKAIWMNATA UTTOPOUV
va TO TTPAgouV!)

chmod options mode file/directory ‘
S e,

/£ . symbolic
-R: recursive or octal
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

* AAAayn AIKQIWHATWYV: ZUHUBOAIKA Hop®n
— EvtoAn chmod

chmod -options modes Fle/dlrectory

| ‘_]/ Loperator\LlPermmsmns

LI i

‘ chmod u=rwx,g+w,o-w memo.doc I
18

Chmod +x file
> Adds +x to u,g,o0 :

v O W C
I+
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chmod +x

Stouch testfile
Sls -al testfile

—-rw—-r——-r—— 1 dzeilna

Schmod +x testfile
Sls -al testfile

—rwWXr-xXxr-x 1 dzeilna

Schmod = testfile
S 1ls -al testfile

__________ 1 dzeina

Schmod 777 testfile
S 1ls -al testfile

—rWwXrwxrwx 1 dzeilna

staff O

staff O

staff O

staff O

Feb 14

Feb 14

Feb 14

Feb 14

11

11

11

11

2277

2 277

2 277

2 277

testfile

testfile

testfile

testfile
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|010KTNOIa KAl AIKaiwuaTA

[TpOoBaonc

* AAAayn AIKQIWHATWYV: ZUHUBOAIKA Hop®n
— EvtoAn chmod

chmod who operation permissions filename

/

u for user
g for group
o for others
a for all

\

4

g -

+ for add
- for remove
= for assign

)

r for read
w for write
x for execute

\_ (S et) .

\

)
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

* AANayn AlIKaliwpuaTwyv: ZUMBOAIKAR Hop®n
— Napadelyua:

bash-3.1$ 1s -1 test. txt
-rw—-r——r—-— 1 cspgccl cspg 0 Jan 30 19:38 test.txt

ANy Twv JIKAIWPATWY TTPOCRaoNC £T01 WOTE OAOI VA HTTOPOUV
va 10 d1aBalouv Kal va TO EKTEAOUV Kal uévo o I1I010KTATNG KAl

n oyada va uITopouv va ypd@ouv o’ auTo (I’WX| I’WX| I-X):

bash-3.15 chmod ug=rwx,o+x test. txt
bash-3.1$ 1s -1 test. txt
-rwxrwxr—-x 1 cspgccl cspg 0 Jan 30 19:40 test.txt

 chmod o= test.txt = aaipel Ta dikaiwuara arro O group
3-51
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

* ANayn Aikaiwpatwyv: OkTadikn Jopen

Permission r w X r
Octal Value 4 2 1 4

X
1 4

User Group Others

(N, A
‘ chmod 755 file name I
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|010KTNOIa KAl AIKaiwuaTA

[TpOoBaonc
* AANayn ldlokTnaiag

— EvioAn chown <new_owner> <filename>

« AA\ayn 1010KTNTNCIAC EVOC apXEiou = HOVOV O
I01I0KTATNG (KAl O SU) MTTOPEi VA TO TTPAEE!!
— Mg tnv aAAayr), 0 VEOG IDIOKTATNG €ival O JOVOC TTOU UTTOPEI
va dwaoel Ta JIKaIwPaTa TTiow (Kal 0 su).

chown root /directory

Change the owner of /directory to "root". The group of
/directory is changed to root’s default group (i.e., root).

chown root:staff /directory

Likewise, but explicity change the group of /directory to
"staff“. (recall that a user might belong to several groups)

chown -hR root /directory

Change the owner of /directory recursively (-R) to "root"
(including the traversal of symbolic links. Used 353

(-h) to exclude them.)
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Taking Ownership in Windows
(Fixing Orphaned Users)

.
Documents Properties w "
: | [ [ = | Local Disk (C - o X
General I Sharing | Security | Previous Versions D.lstomize| “ Home  Share  View )

&

Ol:leCt name: O Documents <« v T 'ZE} » ThisPC » Local Disk (C:) v | Search Local Disk (C:) 2
Qui MName : Date modified Type Size
; uick access -
GI'CILIFI ar User names: O L X
A m De Advanced Security Settings for Data
§2 SYSTEM - oo
(
= Account Unknown(5-1-5-21-1206375286-251243764-221 9] -
a - ¥ \ L — = PO Name: C:\Data
52, Administrators {TaylorGibb-PChAdministrators) )
B2 | leare MToudad kb P ] oot = - Owner: winaero (WIN-0JTHO003865\winaera) _ §
1 LI b f&@ One ["]Replace owner on subcontainers and objects

To change pemissions, click Edi. @ This Permissions Auditing Effective Access

_— = D¢
PEITI'IISSIDI'!S for Account . For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
Unknown(S-1-5-21-1206375286- Allow Dery = Dr
ID Permission entries:
Full control it =
AM Type Principal Access Inherited frem Applies to
L %, Allow ministrators -QJ7 ... Full contro H iz folder, subfolders and files
Modify pi | | Allow  Admini (WIN-0J7HOD... Full control A This folder, subfolders and fil
Read & execute w4 = | - | 82 Allow  SYSTEM Full control A This folder, subfolders and files
List fold ntent J | Bvi 33; Allow  Users (WIN-QJTHO003865\Us...  Read & execute Ch This folder, subfolders and files
older corents R 2y Le 33; Allow  Authenticated Users Medify (o This folder, subfolders and files
Read g sk
Write e
J G Net

Fpr special permissions or advanced settings, T T— Add Remove View
click Advanced.

Dizable inheritance

Leam about access control and permissions 7items [[]Replace all child object permission entries with inheritable permission entries from this object

l . Cancel | | Apply

0K || Cancel

'
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|010KTNOIa KAl AIKaiwuaTA
[TpOoBaonc
* AAayn Ouadag

— EvtoAn chgrp <new_group> <filename>
* AN\ayr opdadac (effective group) evog apxeiou ae pia GAAN
OMAda oTNV OTToIa AVAKEI O XPNOTNG
« MTtropéei va emmiTeuxOei Kal ue TNV chown
bash-3.1$ 1s -1 test.c
-rw-r—--r—-- 1 cchrys tspecial 55 Mar 17 2015 test.c
bash-3.1$ groups cchrys
cchrys : tspecial epl001 csphd visiting epl371
bash-3.1$ chgrp visiting test.c
bash-3.1$ 1s -1 test.c
-rw—-r—-—-r—-— 1 cchrys wvisiting 55 Mar 17 2015 test.c
bash-3.1$ groups cchrys
cchrys : tspecial epl001l csphd visiting epl371
Acite Ermouevn Aiapaveia yia Baoikn & ocuutmAnpwuarnkn ouyada!  3ss
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Primary / Supplementary
Groups (groups, id)

* Avd mmaoa oTiyur], évac UNIX xpnotmc €pel éva user id (uid) kai Eva
group id (gid).

* [lapaAAnAa, Evac xpnoTng MTTOPEI va avnKel kal o€ GAAa groups, 1o
Tpwrto (default) ek Twv otToiwv ovouddletal Baoik opada (Primary

Group), evw Ta UTTOAOITTA CUHTTANPWHATIKEG OMADES
(Supplementary Groups)

$ groups # print the groups a user is in

faculty epl371 epll32 anyplacegrp epl646 colloggrp crowdgrp smartpgrp
smartgrp smartlgrp smartnet tvmgrp

$ id # print group names and their group IDs

uid=1240 (dzeina) gid=231(faculty)
groups=231 (faculty),306(epl371),314(epll132),348 (anyplacegrp),411 (epl6db)
,426 (colloggrp) ,446 (crowdgrp), 453 (smartpgrp), 466 (smartgrp) ,483 (smartlgrp

) ,488 (smartnet) , 505 (tvmgrp)

$ newgrp epl371 # aAAayf PacLkAC opadac

uid=1240 (dzeina) gid=306(epl371)
groups=231(faculty), 306 (epl371),314(epll32),348 (anyplacegrp), 41

1(eplodo6),426(colloggrp),446(crowdgrp), 453 (smartpgrp), 466 (sfnggrt
grp),483 (smartlgrp) ;488 (smartnet) ,505(tvmgrp)
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AvTAnon TautotTnTwy atro EcuttnpeTntn
TauTtotmroinong LDAP - EvtoAn getent

NMNapouciaon xpnotwyv (avriotoixo Tou /etc/passwd)

Sgetent passwd

aandre?28:*:2923:472:Andreou
Andre:/home/students/cs/2011/aandre28:/bin/bash

acostal0l:*:2776:472:Andri
Costa:/home/students/cs/2011/acostall:/bin/bash

ageorg35:*:2743:472:Anna
Georgiou: /home/students/cs/2011/ageorg35:/bin/bash

Napouciaon oToixeiwv opadag (avtioTolxo Tou /etc/groups)

$getent group csll P
csll:*:472: aﬁf/ﬁ\\\w

@ dc=com D dc=org
£ ou=people 2 ou=Servers

/' - 3-57
G | did=jsmith
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

* Akaiwparta MNpocfiaong apxeiwv kal kataAoywv
KOTA TN OnMIoupyia Toug

— EvroAy umask (Opilel 11 dikaiwuara agaipouvrai)

— Ta g’ opigpou (TrpoeTTIAEyéva) SIKAIWHATA EVOG
OnpIoupynBevTog apxeiou N kataAoyou pubuigovTal
APXIKA XPNOIUOTIOIWVTAG HIa METABANTH 3-wn@iwv o€
OKTAOIKO ouoTnua, TTou ovouadleTal user mask.

— AUTO TO user mask €xel opioBei atrd TOV System
administrator otav dnUIoupynOnNkKe o Aoyapiaouog
TOU KABE XpnoTn.

— To user mask Treplexel TIG pUBUICEIG O€ OKTADIKO Via
Ta OIkalwuaTta mpoofaong mou APAIPOYNTAI amo
TO PEVIOTO OTAV £VAC KOTAAOYOC ) apXEio
dnuIoUPVEITaL.
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

— MéyioTa AIKaiwpata KaTd Tnv dnuioupyia:
« KataAoyou: 777 (OnA., rwXrwxrwx)
* ApXegiou: 666 (OnA., rw-rw-rw-)

— .., ye “touch a” Ta dikaiwparta Tou a gival “666 — umask”

— NaTi 666 o€ apxeia ka1 777 o€ KAataAOyouc;

* To UNIX TTpOOTTO0EI VO CUUTTEPIPEPETAI ECUTTVA
OO0V a@popa Ta execute dIKAiWMA.

— lMNpakTikG Ta apxeia BewpouvTtal Ot dev £xouv MNOTE
execute dIKalwuara Karta Tn dnuioupyia Toud.

— AQalpwvTag £¢'opIOPOU TO execute o€ apxeia ETTITPETTEI TO
ouUOTNUA VA EXEI TTEPICOOTEPN AOPAAEIQL.

— To execute o€ KAaTtaAOyou¢ eV a@alpEiTal EQOOOV UTTOPEI

va BéNoupe va TTapéxoupue access by file name 2.50
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|010KTNOIa KAl AIKaiwuaTA
[TpocBaoncg

— I'Iupc’xéaypa To emimTAéov 0 Ba gnynBei o€ Aiyo
bash-3.1$ umas
2
bash-3.1$ touch test. txt
bash-3.1$ 1s -1 test. txt
1 cchrys tspecial 0 Jan 31 06:27 test.txt
bash-3.1$ mkdir test-perm
bash-3.1$ 1ls -1d test-perm/

drwxr-xr-z>2 cchrys tspecial 4096 Jan 31 06:28 test-
perm/

Eile Directory
666-022 = 644 (1r-022=155
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

— Napadeyua (ouveExela)
bash-3.1$ umask 077 (group & others: NO permissions)

bash-3.1$ touch test2.txt File: 666 - 077 = 600
bash-3.1$ 1s - S . txt
1 cchrys tspecial 0 Jan 31 06:59 test2.txt

bash-3.1$ mkdir test2-perm Directory: 777 - 077 = 700

bash-3.1$ 1ls -1ld te -perm (-d:show dir not content)
drwx------>2 cchrys tspecial 4096 Jan 31 07:00 test2-
perm

— To umask puBuiletal pia popa Kai IoXUEI
LEXPI TNV ATTOOUVOEDN TOU Ssession.
« KaBe popa 1Tou ouvdeopaoTe (log in) oTo
ouoTnua, To umask KpaTtd TNV TTPOETTAEYUEVN TOU
TIUN (apyoTepa Ba HIANOOUME yIa TO TTPOYIA) 261
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E1dIka AikaiwuaTa Npooaong

e 2.& TTOAAEC TTEPITITWOEIC TTPOKUTITEI N AVAYKN YiId
TTPOCWEIVA avapBaduiopéva dIKaIWPATA.

— T1.x., 0 xpnoTtng dzeina:faculty va £xei dikaiwpaTa root:root Kata
TNV €KTEAEON TNV €VTOANG /usr/bin/passwd
* YTrapxouv ol akdAouBol TpOTTOI:
1. Login as <newuser> (11.X., SU — newuser)

2. Run command with sudo (11.%., sudo —u newuser /usr/bin/passwd,
requires the existence of configurations in /etc/sudoers/)

Use the following to avoid annoying password prompt — useful in scripts:
S sudo visudo
[username] ALL=(ALL) NOPASSWD: ALL

1. Special Permissions on Executable (EidiIkd Aikaiwuara)
*Set User ID (SUID) -- yia eKTEAETINO ap)Eia
*Set Group ID (SGID) -- yia ekTEAEOIUA apXEia

*Sticky bit (STB) +<yid KATaAOGYOU 502
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E10ika Aikaiwparta [Npocaonc:

* PUBuion EIdIKwvV AIKOIWPATWYV

ApXeia

Evdéxeral va givai
Kal OT0 TEAOC

— Xpnon NG evioAn¢ chmod o€ okTadIKr Hop®H:
« T1.X. chmod 7777 filename

sud|{sgid|stb | r |w| X | r|{w|X|Tr|w]|X

4 2 1141211421421
7 7 7 7

Special user group others
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E1diIka AikaiwuaTa Npocaonc:
ApXeia

« E10Ika Aikaiwpara: Set User ID (SUID)

— SUID emTPETTEI OTOUG XPNOTEC VA EKTEAEOOUV £VA APXEIO
KAl va Yivouv TTpoowEIvoi 1I010KTATEG (Owners) Tou
apxeiou (Kara Tn OIAPKEIA TNG EKTEAEONG).

e 270 Linux / Unix ayvoeital yia KataAdyoug (MOvo yia apxeEia)

* Mapaderypa: H evioAr) passwd | ping Y 1I0I0KTATN TOV root €XEI
TIC akKOAOUBEC €I0IKEC PUBITEIC:

bash-3.1$ 1s -1 /usr/bin/passwd

—r—[}—x——x 1 root root 21944 Feb 12 2006 /usr/bin/passwd

bagﬁE§:}$ ls -al /bin/ping

SUID
—rwsr—xr—x 1 root root 40760 Sep 26 2013 /bin/ping

« Or1av éEvag xpnoTtng ekTeAei TNV EVTOAN passwd, o xpoTng Yiveral
TTPOCWPIVA 0 «root» XPNOTNG YIa 6000 TPEXEI N EvTOAN (ONA., N
dlepyaacia Ba £xel Ta id1a DIKAIWMATA OTTWG AUTA TOU I0IOKTATN
TOU ap¥Eiou) 3-64

e Oa Ooupe o Aivo TTwWC TiBeTal n €TTIAOYNA «S»
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

* Mapouciaon EidiIkwyv AIKAIWHATWY

— H katdotaon Twv dIKAIWPATWY TTPOCaong TTou
eu@avifeTal e TNV eVTOAR «ls -I» Bev éxel EexwpioTod
TMAMOA YIO TA EI0IKA OIKAIWHATO OE TTOAAEG
uAhotroifoeig ®.

— E1e1dn ta €101ka dIKaIwpaTa ammaitouv ouvibwg
«execute», KaAUTITouv/avTikaBioTouv TO OIKAiWHa
execute oTnv TTapouaciaon TNG EVTOANG «IS -I».

FWXTWXTEWX FW =T W =T W -
EXEMCEUTE l ] \‘ Ecu
v ‘y EXECUTE
rwWSrwsrwt rwSrwSrwT
SUID SGID STICKY

SUID SGID STléKY

BIT BIT 3-65
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

* Ei10Ika Aikaiwpara: Set Group ID (SGID)

— H SGID kavel Toug XpNoTEC va Yivouv NHEAOG TNG
OMAdOG TOU YOVIKOU KATAAOYOU

— XpNoluo yia dnuioupyia KoivoxpnoTtng mpooBaong o€
ATOMA ATTO OIAPOPETIKEC OMADEC (TT.X.,Student, faculty)

* YTrapxel katroia opada “GALL” pe yEAn Toug
A.G1, B:G2, C.G3 (username:group)
-_O kaTtaAoyoc /projects/ avikel oto GALL.

suid | said | stb

4 | 2 | 10 A:G1 ekteAei «touch file» (dnuioupyia apxeiou)

7 — Twpa 10 file givai Tou A:G1 (d¢ite Is —al file)
Special ’ 4 ’ 4
P Evw €AV ekTEAOUCOUE TO TTI0 KATW TIPIV TO touch:

— chmod 2777 /projects/
— Tote 10 file Ba gixe dikaiwpata A:GALL
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|010KTNOIa Kal AIKAIWPATO
[TpOo3aonc
[Mapadeiyua SGID

$Is -ald anyplace/ # d shows directory not content
drwxrwsr-x 21 kgeorgl0 anyplacegrp 4096 Jan 2 00:02 anyplace/

MNMA€éov, 6TI apxeia dnuioupyoUuvTal AVAAKOUV OTO group anyplacegrp oto
oTToio aviikouv Kal o1 duo XpRoTeS (BOAIKO yia aAAayég Kal atrd Toug duo)

$ls -al

total 180

drwsrwsr-x 21 kgeorgl0 anyplacegrp 4096 Jan 2 00:02 .
drwxr-xr-x 68 root  root 8192 Sep 30 10:02 ..

drwsr-sr-x 2 dzeina anyplacegrp 4096 Sep 19 14:57 architect
drwsr-sr-x 2 dzeina anyplacegrp 4096 Sep 19 14:57 contact
-rwxrw-rw- 1 dzeina anyplacegrp 181 Sep 18 13:55 contact.html
drwxrwxr-x 2 kgeorgl0 anyplacegrp 4096 Nov 27 13:14 css
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|010KTNOIa KAl AIKaiwuaTA
[TpodoBaoncg

« EI0Ika Aikaiwuara: Sticky Bit (STB)

— Eav epappoaoTei 10 Sticky Bit 101E n dlaypa@n
OPXEIWV/KATAAOYWYV PUTTOPEI Va Yivel atTd éva
XPNOTN MOVO O€ apXEia TToU £XEl TTPOOCBECEI O 10106
0 XPNOTNG.

« To Sticky Bit ekteAei pia xprjoiun Acitoupyia oToug
KATAAOYoUG, T1.X., OTO /tmp (KOIvOXpNOTOC XWPOG)

— [Napadeiyua:

bash-3.1$ 1s -1d /tmp

drwxrwxrw@ 71 root root 16384 Jan 31 04:10 /tmp
Sticky Bit

- E&v 10 /tmp Atov oamAd 777 tdte Bo unopouos

oro LoodNmoTe v dlaypdesl rKoaTtardyouc/opxe lo

GAAOV XENOoTOV (O L undvo IEooWILKOUC) . o8
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[TpooOnKN ToTTIKWV XpNOTWV
(EvTtoAn useradd — LDAP luseradd / Igroupadd )

 #less /etc/default/useradd
GROUP=100
HOME=/home
INACTIVE=-1
EXPIRE=
SHELL=/bin/bash
SKEL=/etc/skel
CREATE_MAIL_SPOOL=yes

To change the default home
directory location for all new users
# useradd -D -b /opt/users

To change the default login shell
# useradd -D -s /bin/sh

Create multiple users with same UID

# useradd -o chrisk -u 501
# useradd -o chris -u 501
# useradd -o user -u 501

Verify the UID of the newly create
users

# grep 501 /etc/passwd
chrisk:x:501:501::/home/chrisk:/bin/sh
chris:x:501:504::/home/chris:/bin/sh
user:x:501:505::/home/user:/bin/sh

Manually assign a UID to the user
# useradd -u 550 chrisk

Add user to different primary

group
# useradd -g admin,dba chris
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