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ETTavaAnTITikG

* Aoyiouiké Eeapuoywyv (Application Software):
— [lepIAauBavel TTpOYyPAUUATA TTOU ETTITPETTOUV TNV
EKTEAEOT CUYKEKPIMEVWYV EPYOACIWYV TWV XPNOTWV
TT.X TNV ONUIoUpYia KEIMEVWY, TNV oXediaon
YPAPIKWY, TNV OpYAVWO N OEOOUEVWYV KATT.
* Aoyiouiké Zuothuartog (System Software):

— [lepiAapBavel To GUVOAO TWV TTPOYPANPATWY TTOU
EAEYXOUV OlaXEIpICOVTAl KAl TUVTOVI(OUV TOUG
mopoug Twv H/Y.

— N€IToupyei o€ KOBECTWG aveEaPTNOIag ATTO
OUYKEKPIUEVEC EPAPMOYEC.
— H Aeitoupyia Tou AEN gival dueoa avtTiIANTITA A1TO
TOV ATTAO XpnoTn.
 [PpOoYPUAMMATIOHNOGC ZUCTNMATWY;

— H diadikagia ocuyypa®ng AoyiouIKoU CUCTHMATOG.
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T1 kaAuTITElI TO EINA421:

Baoikég kal NpoXwpnUEVES EVVOIEG
[MpoyPOUMUATIONOU 2UCTNHATWY

2T10X0G: Na Karavonoouv ol
POITNTEG/TPIEG TOUG MNXAVIOHOUG L€
TOUG OTTOIOUG ETTITUYXAVETQI N
TPOOBaACN OTIG POUTIVEG
(B1IBAI0BNKEC / HOVADEC) EVOC
AgiToupyikoU 2uoTtnpatog (UNIX) pe
TN XPnon tng YAwooag
TTPOYPAUMATIOUOU C, ONUOPIAWY
KEAUQWYV Kal EPYAAEIWV WEPEAINOTNTAG.



T1 kaAuTrTEl TO ET1A421;
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AvVOAUTIKOI 2TOX0I MaBrjuartoc

 EKpGOnon Baocikwyv Kal TTpoXwpnMEVWV
TEXVIKWYV Olaxeipiong Kal TTPOYPOMMATICOMOU
o710 AgITOUPYIKO ZUuoTnua Unix (Shell
commands and Bash Shell programming).

* Ekpabnon rpoxwpnueEvwy TEXVIKWV
TTPOYPUAMNHATIOMOU oTnV C & UniX:

1. 2uompuata Apxeiwv kal Alaxeipion Mviung;

2. Tlpoypappationog Aigepyaoiwv (Processes — NoAudiepyaoiakog
[Mpoypapuatiopog) kal Nnuatwyv (Threads — NoAuvnuaTikog

[MpoypappaTiopog);

Emkoivwvia Aigpyaciwv (Aladiepyaciokn Emkoivwvia);
[MpoypapuaTiopog AikTuou (Socket programming);
Ao@daAeia AoyIouIKOU 2ZUoTNUATWY (Security)

a koW
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2.UJBOAaio MaBnuaTocg

Emitredo: NpotrTuxiako
— [lepiopiopevn EtTiAoyn
MiocTwon: 7.5 povadeg ECTS

MpoatraiToupeva:
— ENA222: Asitoupyika ZuoTthuara
« EMNA232: lNpoypaupaTioTIKEG TEXVIKEC Kal EpyalAcia
MEBoOoI AIdbaoKaAiag
— AlaAéCelc (3 wpeg fdouadiaing)
— QpovTiotiplo (1 wpa gdopadiaing)
— Epyaotipio (1 1/2 wpa gdouadiaing)
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2 UJBOAaio MaBnuaTocg

« ACloAOynon
—50% TeAikn E¢E€Taon
— 25% Evoiaueon Ecétaon-
* NMapaokeun, 25 OkTwRpiou 2024 (8" ERS.)
— 25% Aoknoeic n/kai Quizzes
* 10% lMpoypauMaTIOTIKEG AOKNOEIG
* 10% Project — YAotroinon ZUCTAMATOG
* 5% lNapouaciaon KATTOIOC YAWOOOG N
BIBAIOOAKNG, UE EYPAOn OTO TTPOYPANMATIONO
guoTnUaTwy (11.X., Systems programming in

windows, scripting languages, emerging systems
In mobile,.clouds,.etc.). 17



* 4/7 KareuBuvoeic!
AIKTUWV YTTOAOYIOTWYV [

MeyaAa Aedouéva Kal
AIaOIKTUAKOC YTTOAOYIOUOG

Texvohoyia AoylouiKou

Avayvwpion Eceldikeuoncg

https://Iwww.cs.ucy.ac.cy/docs/prospectus.pdf

EITA420

Apnrektovik] Y moloyiotdv

EIA421

[Mpoypappationos Zuatnuatony

Agdiktvo ov [paypdarov: Hpoypoppaniopos ku Epuppoyéc

EIA429

Bewpio ko [Mpoktik] Metaylotniotoy

ElA445

Prpuekr) Enelepyaoia Ewovag

EIA481

Teyvohoyia Aoyiopkod Yo Aoynouko og Yanpeoia

ENA344 Teyvohoyieg Awduction

EINA421 [poypappetiopds ZoaTyudtony

EI1A435 Addnheridpacn Avbpanov Yroloyioti

ElA441 [Mpoywpnpévn Teyvoloyio Aoyiopuod

EIA443 Enavaypnowonoinan Aoyiopikon

ENA449 Enayyehuarcr Hpaktueq Teyvohoyiog Aoyiopikoh
EINA451 Avddvon Aoyopikon

ElA481 Teyvohoyia Aoyoukon yio Aopopikd o Yanpeoio

Ynopiaka kal Evowpuatwuéva

Muoahjneta Hepuopenévne Emionis Eésldikevonc Avuctiov Yroloyiotoy

Teyvokoyieg AMadiktion

[Mpoypopuponopds ZuoTnuatoy

[Tpoympnuéva Alktoa

Agpdhein Awtoov ko [Tinpogopuay

Kumtd Aiktoa Y moloyotav

Awgdiktvo tov [paypdrov: [poypappatiopog ko Epappoyéc

Katavepnuévor Adyopibpo

Ewovikonoinon kot Awoyeipion Awtoou

ENA344
ElA421
ElNA422
- ETIA423
El1A344 Teyvoloyies MadikTion EMA427
El1A421 [poypoppatiopds ZuoTnpdatey -
- . — EINA428
El1A446 [Mpoywpruéves Baoewe Asdopévov S
I — : ; ENA432
EITA448 EZoputn Asdopévav otov [aykoowo loto
ET1A450 Ewovikonoinon ko Awayeipion Aiktiow ETTA450
ElNA481 Teyvohoyia Aovngukod yia Aoyiopikd og Yanpeoio
MAZ458 Eronotikn Aviiuon Asdopévay
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WWW

OAeg o1 TTANPOPOPIEC OXETIKA UE TO NABNMUO
piokovTal 0TO akKOAoubo URL

http://www.cs.ucy.ac.cy/courses/EPL421

University

. EPL421 News Schedule Labs Assignments Links Presentations Moodle TA
of Cyprus

Zeinalipour > Courses > EPL421

EPL421: Systems Programming

Instructor: Demstris Zeinalipour (B
Type: Upper-div
Prerequisite: & t
When: Tuc./Fri., 18:30-18:00 in X

sion Undergraduate (Elective)

Recitations: VWWed., 00-16:00 in
Laboratory: Fri., 18 20:00 in ¢

Assistant: Pavios Antoniou [

Overview

In this course, students will leam to develop complex system-level software in the C programming languags

while gaining an intimate understanding of the UMNEX operating system (and all OS that belong to this family,
such as Linux, the BSDs, and even Mac OS X) and its programming envircnment. Topics con

sred will
include the user/kermel interf, >, fTundamental concepts of UNIX, user authentication, basic and adwvanced
/O, fileystems, signals, process relationships, and interprocess communication. Fundamental concepts of
software development and maintenance on UNDK systems will also be covered. The students are expected
to have a good working knowledge of the C programming language (EFLZ2322) and a good working
knowledge of fundamental Operating System Concepts (EPL221).

Q
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WWW

[1a TIG EKTTAIOEUTIKEG OPAOTNPIOTNTEG TOU MOABNUATOC
(uTTOBOAN €pyaciwy, POPOUM AVOKOIVWOEWY,
epWTNUATOAOYIA, BaBuoAoyiec epyaciwy, KTA) Ba
xpnoiyotroinBei To Moodle. http://moodle.cs.ucy.ac.cy/

EPL421 - Systems Programming

General

EPL421: Systems Programming

((((((( : MpoypappaTiopés ZuoTpaTwy)

Instructor: Demetris Zeinalipour

For more information on this course please visit

Important Notices:

Assignment #1
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AvaTouia Tou A2

['vwpidoupe OTI eva AgIToupyiko ZuoTnua (AZ)
OUVTOVICEI TOUG TTOPOUG €VOG H.Y. (U)\IKO
AOYIOUIKO, DlaXEIPION XPNOTWYV, KTA.

To AZ atroTeAcital Ta €CNC OCUOTATIKA:

1. Kernel (MupAvag): dleCAyel TIC TTIO ONMAVTIKEG
AEITOUPYIEC VIO TNV EUPUBUN AsiToupyia Tou HY
(xpovodpopoAdynan dlepyacdiwy, OlaxEipIon JVAUNG,
AIa-OIEpYAOIAKN ETTIKOIVWVIA, KTA.)

2. System Commands, Utilities and Libraries (11.X.,
Is, sed, awk, pthread.h,unistd.h, kTA.) : INpoypaupaTa
KQl BlB)\loenng Ta OTTOIA £'ITITp£'ITOUV oTa
TTPOYPAUMATA EPAPHOYWYV (USEr Space) va Xouv
TpooPaon oTic pouTiveg Tou Mupnva (kernel space)

ToU AEITOUPYIKOU 2UCTAUATOC
1-12



AvaTtopia Tou AZ ¢

Monolithic Kernel Microkernel "Hybrid kernel"
based Operating System based Operating System based Operating System

Application UNK | Device
IFC Server | Driver

mode

H arche are H ardr are H areh are

Most Modern Unixes Mn.x., Early- MN.x., MacOSX and NT-
(Linux, CentOS, BSD- UNIXes, MINIX-3 Kernel
like, Solaris, MacOS-8, (Tanenbaum’s) (i.e., Leopard, Windows
AlX, Android, KTA) read NT, 2000, XP, Server
http://www.cs.vu. 2003, Vista, Server 2008
nl/~ast/reliable- and 7) 1-13
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[ToAu-eTtTiTTEdN NPdOBaocn oToug
[T0poucg evog HY

\)S@r programs

Typical uses of
>Z the levels

1-14



[Tupnvacg (Kernel)

* To kernel (Truppvag) civai

—Eva TTpOYypapMa TO OTTOIO (POPTWVETAI OTNV
uvAun evog HY karta tnv d1dpKeIa TNG
EKKIVNONG KAl TTOPAUEVEI EKEI KOO OAN TNV
OIAPKEIO EKTEAEONC.

—"Exel yetagu AAAwvV 10 akoAouBa uttoocuoTNATA:

« Alaxeipion Aigpyaciwyv (Process management)

— Schedule processes to run on CPU, Inter-process
communication (IPC)

« Alaxeipion Mviung (Memory management)
— Virtual memory (Paging/Swapping)
« Alaxeipion Eic600u/E¢600u (I/O system)

— File system, Device drivers, Buffer cache 115



KANoeI¢ 2uoTtnuartog (System Calls)

[MapExouv dlaocuvdeon e 1o Tov NMupARva

270 Linux utrdpyouv trepiocooTepa amo 1,000
system calls ka1 autd pytropouv KIOAQg va
erekTaBOouv ue Loadable Kernel Modules (LKM)

AUTA XwpilovTal o€ TPEIC PACIKEC KATNYOPIEC
— File/device manipulation (Emre€epyacia Apxeiwv)
* €.0g.mkdir (), unlink ()

— Process control (Alaxeipion Alepyaciwv)

* €.0. fork(), execve(),nice()

— Information manipulation (Aiaxeipion Méta-
TTANPOYOPIWY), e.g. getuid (), time () -



KEAu@oc kal Npoyp. KeAupouc /
Shell and Shell Programming

210 EINA421 Ba doupue TG aAANAETTIOPAUE PE TOV
rupnva: a) Méow tou KeAugoucg (Bash) kai
Mpoypappdtwy QeeAipoTntag (System Utilities) kai B)
Méow BiAioOnkwyv Zuotnuatwy (System Libraries)

Xpnon KéAupoug
( who | awk '{print S$1l}' | sort | uniq

2nucioon. Mog extonaovel to 10gins tov ypnotov mwov eivot

GUVOEDEUEVOL GTO GUGTNUO L0l OEOOUEVT OTIYUY  [who 755

awk 3,412

e BASE OTL LUE 1O TETOLO YA GG
STCOUHS “ H y sort 2,614

(scripting, high level interpreted),

uniq 302

UTOPOVLUE VO PTIACOVUE EVKOAN

o0VOeTEC AetTovpyiec 7,424,?3%%@
KMWOKO, 1-17



Eicaywyn oto Unix

« 1960: Anuioupyia Tou Multics (mainframe timesharing
/multitasking OS by MIT, GE, Bell Labs). O Thompson
gpyadetal TTavw otov uttoAoyioTr) PDP-7 ota Bell Labs

« 1969: O Ken Thomson & o Dennis Ritchie dnuioupyouv
éva veo AZ yia 1o uttoAoyioTr) PDP-7 og assembly To
oTroio ovouadouv Unics, To otroio peta ovopadetal Unix!

* O Ritchie dnuioupyei TNV
vYAwooa C yia 1o Unix (1972)
oTa Bell Labs.

* ...KQI OUYYypa®EaG Tou best-
seller “The C Programming
Language”!

Ken Thompson Dennis Ritchie 118



http://en.wikipedia.org/wiki/Image:K&R_C.jpg
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E

lcaywyn oT1o Unix

1973: To Unix ypdageTtal oe yh\wooa C.

1976 : To k€Augpog Bourne Shell (bsh) avarrtuooeral otnv AT&T Kal ETTITPETTE
TNV aAAnAeTTidpacon Pe Tov TTuprva Tou A.2. HEOW EVTOAWV .

80°s- : To Unix ouvexilel va eceNicaetal. AlakpivovTal QU0 OIKOYEVEIEC a) To
System 111&V kai To BSD (Berkeley Software Distribution).

1970

1980

1990 2000 Time

BSD (Barkelay

il

——{ FreeBSD 5.4

BSD Family ——={NetSSD 202
—-..|c:p.anB$D 3.7 |

otware Distribution) I

sl Joy —--ISunDS (Stanford University) IS-nlaris (SN 1D| - MaCh .
: Darwin _________ / !<erne| (i0S,

; -t g ipados,
s ST watchos, ..)

GMNUYHUrd 0.2

=681=5 I/Linux .7

GMU Project
Richard Stallmnan

e MU Lirmx
Linus Torsalds

I-r'..-1ini:-|:

““= (2021) - Used

Andrew Tanenbaum

Il_.lni:-: Time-Sharing System (Bell Labs)

for Android,

10'

Ken Thompson
Dennis Ritchie (& Language)

System Il & WV Familyg

———=={ HP-UX 11i vz | Automotive,

.._= AL {IBM)

st | Raspberry, ...

...l UnixWare (Univel/SCO) 7.1.4 |

-{IRIX (SGI) 6.5 | 1-20




Human-Machine-
Interface

(S5H, HTTR ...)

Supercomputer
remote # Computer Cluster

Keyboard & Mouse

also Breille, Touch-Display, Speech recognition,
i

Graphics tablet, 3D-Mouse, Wii nunchak, =t

peech recognition
Attitude sensor
otion sensor

Display, Sound
Vibration

remote q
(SSH, HTTR,
Serial, 12C, ) h

Linux Everywhere

B Hard ware

Mainframe computer

Distributed computing

I
Desktop Computer

Workstation
Home Computer
Desktop replacement laptop
Thin client

Mobile computer
Note-/ Net-/ Smartbook
Tablet
Smartphone
PDA / Handheld game console

Wearable Computer
Wristwatch
Virtual Retina Display
Head-mounted display

Embedded Computer
Customer-premises equipment
Measurement Equipment
Laboratory Equipment
Layer3-Switches
other embedded systems

https://len.wikipedia.org/wiki/Linux_kernel

Linux Process Scheduler
Linux Security Modules
Linux Network scheduler

Network stack
Netfilter

Linux device drivers

Linux file system drivers

Desktop Ul

Touch UI

Wearable Ul
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Eicaywyn oTto Unix

4 {
A‘Y’A

et

1971 o 1973

1974 10 1975

1978

14974

1980

1941

1482

1987
1988
1989
19490
1%

2001 o 2004
2005

2006 o 2010

2011

Limux 0.0.1

Limax
095t 1.2.x

Limax
201t 2.6.x

BSD
1.0tw 2.0

Unics

- Open Source
|:| Mixed/Shared Source

. Closed Source

1969

1971 1o 1973

1974 1o 1975

NetBSD
1Lltol2

Mac 05 X
10.0 to 10.7.x
{Darwin)

3032

FreeBSD
33w82

5D
1.0 to 2.2

1978

1979

1980

1981

1982

1983

1984

1985

1956

1987

1088
1989

1990
1991

1992

1993
1994

1995
1996
1997

1998



Eicaywyn oto Unix
Eutropikf EmiTuyia

AIX =T=®

SunOS -> Solaris (Sun -> Oracle) SUS- compllant

Ultrix, Digital Unix COMPA(L
O

UnixWare -> Novell -> SCO -> Caldera ->SCQO’ s
Unixware

Xenix: -> SCO

Standardization (IEEE POSIX: Portable Operating System Interface

for uniX (all known unixes are POSX-compliant), SUS: Single Unix

Specification (Austin), X/open (atrd d1AQOPESG EUPWTTAIKES ETAIPIEC) 1.23



Unix yia [NMpoowTrikoug YTroAoyioTeEg PC

(Gnu) Linux

— [pageTal To 1991 atd Tov 21 eTwv PiIAavdo
Linus Torvalds

— Anuioupyei A2 UNIX yia PCs
> — Awpeav ye GNU license
\A/ — TeAevutaia 'Ekdoon Kernel: 5.16 (01/2022)
« BSD Lite
— FreeBSD (1993, focus on PCs)
— NetBSD (1993, focus on portability)
— OpenBSD (1996, focus on security)
— Awpeav ye BSD license

1-24
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Unix yia KIvNTEC 2UOKEUEC

* Linux on Portable Devices

— O1 Trupnveg Twv TAcioTwyv 0T cuoKeEuwV
onuepa otnpifovtal oto UNIX/Linux
« Android => uses and contributed to the CaN>=0ID
Linux kernel (e.g., energy efficiency, drivers)

* https://source.android.com/devices/architecture/kern
el
* I0S (Apple) => Darwin Kernel
— A POSIX-compliant open source OS released by
Apple in 2000
— Darwin based on BSD -> Nextstep kernel (CMU)

* Raspberry PI Linux

— Linux RT: Android Automotive OS (Renault, Nissan and K.‘\ AUTOMATIVE
Mitsubishi), VW OS (VW/Audi/Skoda with Azure Backend), = « - OFfAFE
Mercedes (MB OS), Tesla OS (Tesla), Arene OS
(Toyota/Subaru), Automotive Grade Linux ... 105



https://source.android.com/devices/architecture/kernel
https://source.android.com/devices/architecture/kernel
http://images.google.com/imgres?imgurl=http://scherle.com/wp-content/uploads/2009/03/500px-android-logosvg.png&imgrefurl=http://scherle.com/tag/android&usg=__NkIEWUFYlnvUp31iiXpSjkWB63c=&h=500&w=500&sz=24&hl=el&start=2&um=1&itbs=1&tbnid=zjeMZCmlr3fFgM:&tbnh=130&tbnw=130&prev=/images?q=android&hl=el&rls=com.microsoft:el:IE-SearchBox&rlz=1I7GGLL_el&sa=N&um=1

UNIX for Artificial Intelligence

 Most tools in the modern Al era are
founded on UNIX!

* Google Brain => Tensorflow

— TensorFlow is a free and open-source software library for machine
learning and artificial intelligence. It can be used across a range of tasks
but has a particular focus on training and inference of deep neural
networks.

— Martin Abadi, Paul Barham, Jianmin Chen, Zhifeng Chen, Andy Davis,
Jeffrey Dean, Matthieu Devin, Sanjay Ghemawat, Geoffrey Irving,
Michael Isard, Manjunath Kudlur, Josh Levenberg, Rajat Monga, Sherry
Moore, Derek G. Murray, Benolit Steiner, Paul Tucker, Vijay
Vasudevan, Pete Warden, Martin Wicke, Yuan Yu, and Xiaogiang Zheng.
2016. TensorFlow: a system for large-scale machine learning. In
Proceedings of the 12th USENIX conference on Operating Systems
Design and Implementation (OSDI'16). USENIX Association, USA, 265-
283.
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UNIX for Al

Installing and instrumenting Al pipelines
(especially at scale) requires UNIX skills.
* Let's see how!

Download a package °

# Requires the latest pip
pip install --upgrade pip
Install TensorFlow with Python's pip package manager.
# Current stable release for CPU and GPU
pip install tensorflow
* TensorFlow 2 packages require a pip version =19.0

{or =20.3 for mac08§). # Or try the preview build (unstable)
pip install tf-nightly

Official packages available for Ubuntu, Windows, and
macOS5.

Read the pip install guide

Run a TensorFlow container

The TensorFlow Docker images [ are already configured to run TensorFlow. A Docker [/} container runs in a virtual
environment and is the easiest way to set up GPU support.

€0
docker pull tensorflow/tensorflow:latest # Download latest stable image
docker run -it -p 8888:8888 tensorflow/tensorflow:latest-jupyter # Start Jupyter server

1-27



Unix for Al

« Jupyter Notebook Integration

sudo docker run -it -p 8888:8888 tensorflow/tensorflow:latest-jupyter
[T 06:58:28.960 NotebookApp] Writing notebook server cookie secret to /root/.loc:

t

jupyter_http_over_ws extension initialized. Listening on /http_over_websocket

[I
I

O HHH

P6:
A6:
P6:
P6:
A6:
06:

58:
58:
58:
58:
58:
58:

29.
29.
29.
29.
29.
29.

308
308
309
309
309
314

NotebookApp]
NotebookApp]
NotebookApp]
NotebookApp]
NotebookApp]
NotebookApp]

Serving notebooks from local directory: /tf

Jupyter Notebook 6.5.2 is running at:
http://1b9f569b2c54:8888/7token=b29d7e2b312fb9bfec5"
or http://127.0.0.1:8888/7token=b29d7e2b312fb9bfec!
Use Control-C to stop this server and shut down all

To access the notebook, open this file in a browser:
file:///root/.local/share/jupyter/runtime/nbserver-l1-open.html

Or copy and paste one of these URLs:
http://1b9f569b2c54:8888/?token=b29d7e2b312fb9bfec5f234a83c403e%9a2ba7f24:
or http://127.0.0.1:8888/7token=b29d7e2b312fb9bfec5f234a83c403e9a2ba7f244c2’
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UNIX for Al

 BASH Integration!

10.16.20.11:8888/notebooks/tensorflow-tutorials/Untitled.ipynb?kernel_name=python3

A

Logout

Trusted | Pythen3 O

Time Current I

Left Speed

<meta name="description" content="University of Cyprus | Holds the EFQM “Committed to Excellence” Award and acknowled

input::-moz-placeholder{
input::-ms-input-placeholder{

}
input::-webkit-input-placeholder{
1

/usr/local/bin/jupyter-notebook --notebook-dir=/tf -

jupyter Untitled Last Checkpoint: 7 minutes ago  (unsaved changes)
File Edit View Insert Cell Kernel Widgets Help
B+ 8 @ B 4+ % PRin B C MW Code v | @
In [1]: print("Hello, World!")
Hello, World!
In [B8]: %%bash
curl -vvv https://www.ucy.ac.cy/
% Total % Received % Xferd Average Speed Time Time
Dleoad Upleoad Total Spent
<!DOCTYPE html>
<html lang="el" class="no-js " >
<head>
<meta charset="UTF-8" />
ged with the &quot;HR Excellence in Research&quot; logo"/>
<meta name="keywords" content="university public academic research academic study education excellence"/>
<style>
form#stickyelements-form
color: #4F4F4F;
}
form#stickyelements-form
color: #4F4F4F
form#stickyelements-form
ralar: #AFAFAR
In [10]: %%bash
ps -ef
uID PID PPID C STIME TTY TIME CMD
root 1 0 0 06:58 pts/0 00:00:06 /usr/bin/python3
-ip 0.0.0.0 --no-browser --allow-root
root 33 1 0 07:03 2 00:00:01 /usr/bin/python3

runtime/kernel-615c64fb-c728-439f-9939-537fed362cde. json

root 45 1 007:16 ? 00:00:01 /usr/bin/python3
runtime/kernel-efe9befc-185a-4655-bac2-192£ffeac3ab4. json

root 62 45 0 07:22 ? 00:00:00 bash

root 64 62 0 07:22 ? 00:00:00 ps -ef

-m ipykernel launcher -f /root/.local/share/jupyter/

-m ipykernel launcher -f /root/.local/share/jupyter/
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UNIX for Blockchain

« Hyperledger Fabric (IBM) is a software stack for
building Permissioned Blockchains.

— Install:
* curl -sSL https://bit.ly/2ysbOFE | bash -s -- 2.2.2 1.4.9 # the
url sends a BASH script and “bash —s” executes this.
— Usage
« Requires lots of unix commands to manage the P2P network.

— Check: https://hyperledger-fabric.readthedocs.io/en/release-
2.2/test_network.html#bring-up-the-network-with-certificate-
authorities

/=), HYPERLEDGER
v FOUNDATION
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Unix/C Support Everywhere

CPU (Intel, ARM, M) => x64 or [{@j@ e }
ARM-based

* Useful for design space exploration

. GPU
GPU (NVIDIA) => Gamlng’ Ray . :Vledium.-;o-large moFieIs, datasets
. ] ) * Image, video processing
Tracing, Machine Learning +Application on CUDA or OpencL
APU (AMD Ryzen) — GPU + CPl Tpliﬂatrixcomputations

* Dense vector processing

(e g "y PS5) * No custom TensorFlow operations

TPU Tensor Processing Unit => PO o atasets models
Machine Learning (e.g., Google)

Future:

* Compute intensive applications
+ High performance, high perf./cost ratio




Unix yia YTTooopec NeeANC
(Large Filesytems - HDFS)

YaHoO!

2010

Target Deployed
Capacity 10PB 14PB
Nodes 10,000 4000
Clients 100,000 15,000
Files 100,000,000 | 60,000,000

« 21 PB of storage in a single HDFS cluster

2010

« 2000 machines

« 12 TB per machine (a few machines have 24 TB each)

« 1200 machines with 8 cores each + 800 machines with 16 cores each
+ 32 GB of RAM per machine

« 15 map-reduce tasks per machine

TABLE 1: TARGETS FOR HDFS5 V5. ACTUALLY DEPLOYED VALUES

AS OF 2009

HDFS scalability: the limits to growth
http://static.usenix.org/publications/login/2010-04/openpdfs/shvachko.pdf



Eikovikotroinon (Virtualization)

« EikovikoTtroinon (virtualization) ava@éperal otn diadikaoia
dnuioupyiag MIag vonTng, TTapa TTPayUaTIKNG £€KO00NG,
KaTTolou pyéoou (.., H/Y, pyvAiung, dikTuou, utrnpeoiag, A.Z.,
EQAPUOYWY, KTA.)

= EIKOVIKEC MnXaveES

Virtual Machines

-------------------- Datacenter

[MpayuaTiko YAIKO 1-33



Eikovikotroinon (Virtualization)

Google's Datacenter in Oregon

Eikoviky YTTnpeoia
(Virtualized Service)

i B

Mpaypatikd YAIKO




SAP's Data Centers — A Safe Place for Data

Learn how SAP's data centers ensure the safety and accessibility of your data 24/7 based on the
highest standards of the industry with the latest technology.
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https://videos.cdn.sap.com/vod/2017/saps-data-centers-a-safe-place-for-data.mp4

Hypervisors (Emomrec) kai Virtual

Machines (VMs)

 Hypervisors: TTpOypaupa TO OTToi0 dNUIOUPYEI Kal
EKTEAEI EIKOVIKEG HNXavEG (virtual machines).

 Type-1: native or bare-metal hypervisors

— Tpéxouv arreuBeiag TTavw oTo UAIKO. KataAAnAa yia dIaBETeg

(servers). 2uvnBwc¢ TTpooappoouéva LINUX kernels.
* [lapadeiyparta: Xen (open source), Oracle VM Server, Hyper-V (Microsoft),

ESX/ESXi (VMWARE).
* ['vwoTtd wg laaS otnv opoAoyia Tou Cloud Computing

* Type-2 or hosted hypervisors

— Tpéxouv we TTPoypaupa (user-
space) Tmavw artro 10 Kernel evog
aMou A.Z. (MacOSX, Windows,

Linux)
* lapadeiypata: VMware Workstation,
VMware Player, VirtualBox, Parallels
Desktop for Mac and QEMU

App || App
A
Bins/Libs Ao [l App
Operz Bins/Libs
, Ss(shm B
Virtual Machine o“m
' ~ System
\Type 2 Hypervisor VTV T
Operating System 'Wpa1 Hypervisor
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Virtualization Support at the
Hardware Level

« Hardware support to hypervisors comes
nowadays standard in popular x86-64 (Intel &
AMD) processors.

— AMD-v/Intel VT-x: allows a guest virtual machine to
run at privilege levels in the processor that enable
proper operation.

— AMD- V|/Intel VT d IS a processor feature that

enables virt —-... ces (directed 1/0).
Intel® Processor Identification Utility _/5
e ( iptel
,f“wwmwv ~~, Alsosupported in AMD
Supporting Advanced Intel Processor Technologies .
(i —— < 1 Ryzen (Secure Virtual
~ Intel(R) 64 Architecture Yes o> H H
- ~o:»mcsmo..s-- ________ - Machine (SVM) in BIOS.)
|
\ e
4 L . m
4 \ Intel proce: ferentiate features within each processor
<N *‘\mm not crent or_numberfor detais




Virtual Private Server

* Virtual Private Server (VPS): aglotroiei EikovikoTroinon
yia va pgoipdoel Tov d1aB€Tn o€ containers, To KABE Eva

EK TWV OTTOIWV AEITOUPYEI WG CEXWPIOTOC DIABETNG

— KdaBe VPS emTpETrel root access, process

management, stop/reboot VPS, KTA. Ao || Aop || ] Aop [ Aep
— Mapddeypa: OpenVZ, Solaris BinsiLbs —
Containers & LXC (Linux Containers) Gontaner i

e 2TO pABnua evdExeTal va mapete 1 OpenVZ VPS ue

root dIKAIWPATA .

(ChrOOt JaIIS) App A App B

— VPS dnuioupyndnkav apxika yia Adyoug aoc@paAeiag Pre—

— 2ZNMEPa gival TNG Nodag software VPS 1a oTtroia

Bins/Libs Bins/Libs

Docker

XPNOIJOTTOIoUVTAl YIa TRV dlavour) AoyIOUIKOU

t 0S

(1r1.X. Docker PaaS)

— Z&@euyouue atrd eikovikoTroinon A.Z. Kal EI0EPXOPOOTE
OTOV. XWPOFNG EIKOVIKOTTOINGNG UWNAOTEPWVY ETTITIEOWY
(ek1OC ENMA421)

App C

Bins/Libs
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https://en.wikipedia.org/wiki/Solaris_Containers
https://en.wikipedia.org/wiki/Solaris_Containers

laaS, PaaS, SaaS

~ — — — 2eparation Qf Responsibilities
|EPL421 e

. | S Lserver
On-Premises Infrastructure Software

(as a Service) (as a fwce) (35 a Service)

Applications

You manane

1

You manage

Virtialhization

storage Storage

Networking R Networki ng ) Networking

| | | || | | | | || | | | |
You m[maqe

L _ENAL1 Npaupquuougnactugmpdmod Mav. Kompou - AnpnTpng ZeivaAimroup ©

e.g., e.g., GMAIL
for business

I

sabeuepy soq10

Voo,

1-

N\ gl

il
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Voo,
>

Edge Computing [

Push datacenters closer to users:

* Minimize user latency
* minimize energy costs (less net
traffic)

27% 34%
Pornographic Video
platforms demand

services*

Internet Edge
of Things Computing

Cloud

18% Other***

*Netflix, Amazon, etc. **Youtube, vimeo, etc.
**¥*Social media and other platforms

ource: Lean ICT - Towards Digital Sobriety / ©DW
he Shift Project 2019

Realtime Data Processing
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10-300 ms

Edge Computing

INTERNET NY Stock
CLOUD Exchange
e Example
Data Warehousing
Industry 4.0
Example
(robotic
EDGE o fulh decision on
iy the Edge)
data.l visua'li.zation ’
Basic analitics
Data cachipg, buff'eri'ng '
7p) ?Aa:!;ig::;‘ﬁnzttllr::samn LEC3031 - :
E : HTCA-’GZOO |
o il F ---------- I
rI— EEEN BN EEE EEE I IS S S . - ObJeCUVe
- Latency:
\ \\ , l 3 F } Ims!

SENSORS AND CONTROLLERS
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Edge Computing

# Google Datacenters are more widespread and closer

Sping google.com

PING google.com (172.217.171.238): 56 data bytes

64 bytes from 172.217.171.238: icmp seqg=0 ttl=112 time=36.124 ms

# Amazon (US) Datacenters are farther away

$ ping amazon.com

PING amazon.com (205.251.242.103): 56 data bytes

64 bytes from 205.251.242.103: icmp seqg=0 ttl=226 time=137.962 ms

# Amazon (Germany) Datacenters are closer, still not within 1 ms
$ ping amazon.de

PING amazon.de (52.95.120.34): 56 data bytes

64 bytes from 52.95.120.34: icmp seqg=0 ttl=216 time=78.836 ms

# Let’s find the latency of something local - We reached the EDGE!
$ ping www.ucy.ac.cy
PING ucyweb.ucy.ac.cy (194.42.1.70): 56 data bytes

64 bytes from 194.42.1.70: icmp,.seq=0 ttl=58 time=1.212 ms
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Edge Computing

* Objective to bring

... 4 56
ataim

Deployment 2004-05 2006-10 2020
o
? Bandwidth 2mbps 200mbps >1gbps
100-500 20-30 <10
Di Latency milliseconds milliseconds milliseconds

Average :
Speed 144 kbps 25 mbps 200-400 mbps
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Green Computing

 Green computing is the environmentally
responsible and eco-friendly use
of computers and their resources.

« The StUdy of designing, Energy consumption in the IT sector
manufacturing/engineering, using
and disposing o
of computing devices in a way that centers £
reduces their environmental e | % o
impact. Networks

https://whitelabelitsolutions.com/meani
ng-green-computing/

Smartphones

17% Computers 11% TVs

Il Use M Manufacturing

Source : Lean ICT - Towards Digital Sobriety / ©DW
The Shift Project 2019
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https://whitelabelitsolutions.com/meaning-green-computing/
https://whitelabelitsolutions.com/meaning-green-computing/

)
[
%

Norway’s Biggest Data Center

* Norway generates 90% of its energy from hydrodynamic.

« Lefdal Mine Data Center: Where the cloud goes
underground. Why?

« Heating from machines used to warm up neighbourhoods

‘;// Cooling water is
7 distributed to each
L street, via the

service tunnel.

https://itbizadvisor.com/2017/05/lefdal-mine-data-
center-where-the-cloud-goes-underground/
1-45
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Finding Hardware Specs

<ada>$ cat /proc/cpuinfo

# vmware -v
processor: 0

VMware ESX Server 31 3.5.0 build-
158869

vendor id: Genuinelntel
cpu family: 6

model: 13

model name: QEMU Virtual CPU version (cpu6d4-rhel6)
stepping: 3

microcode: 1

cpu MHz: 2400.084

cache size: 4096 KB

physical id: 0 Scat /proc/version

Linux version 5.4.0-96-generic (buildd@Igw01-
amd64-051) (gcc version 9.3.0 (Ubuntu 9.3.0-
17ubuntul1~20.04)) #109-Ubuntu SMP Wed Jan 12

cpu cores: 1 16:49:16 UTC 2022
apicid: O

siblings: 1

core id: O

initial apicid: O

fpu: yes

fpu exception: yes

cpuidilevel: 4 1-46

wWp: yes



[Tepiexopevo MabnuarToc

 ERO. 1-3: EvroAég UNIX ka1 EpyaAcia Q@eAINOTNTOG
(System Utilities)
Eicaywyn, lotopikr Avadpoun, ATTAEG KAl TIPOXWPNUEVEG
eVTOAEG, KavoVvIKEC EKPPATEIC, AvaKaTaueuvcn (redirect)
kal oloxeteuon (pipe), Alaxeipion Apxeiwv, Alepyaaieg,
EVTOAEC TTEPIBAAAOVTOG, ETTIKOIVWVIAG, £10000U/eCO00U,
a)\éy)xou diepyaciwyv, EpyaAcia QeeAipoTnrac: sed, awk
KTA.

 EBOS. 4-5: NMpoypappatiopdsg oto KéEAugog (bash)
Eicaywyn, MetaBAnTeg, 2uvlnkeg EAEyxou (|f select),
EtravaAntrrikoi Bpoyyxoi (for, while, until), ‘EAeyxoc Ponc¢
(break, continue), 2uvapTNoEIC, I'Il’vang, AOVIKOI Kal
apPIBUNTIKOI TEAEOTEC K.AL.
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[Tepiexopevo MabnuarToc

EBO. 6: ZuoTnuata ApXEiwv.

Eicaywyn ota Apxeia kal ZuothpaTta Apxeiwv oto Unix (Tutror Apxeiwy,
Partitions, i-nodes, blocks), MéBodol Etrecepyaoiac Apxeiwv: Standard I/O
vs. XapnAou Etmirédou 1/0, METa-TTAnpogopiec Apxeiwy, Aoun Kai
[MpooBaon, Alaxeipion Apxeiwv pe KAAOEIC ouoTAPATOG, Alaxeipion
KataAoywy, MNMpootréAaon KartaAoywyv pe ouvapTtioelis BIBAIOBrRkNG

ERO. 7-8: Aiepyacieg: MepiBaAAlov, 'EAeyxog
Kal ZApaTa

Aigpyaaoiec: Aoun & AvatrapdacTtaon, TautdéTtnteg Algpyaciwy, Anuioupyia
Aigpyaoiwv, MetaBAnTéC MepiBaAlovtog, Opgaveég Alepyaaieg, Alepyaaieg

kal Apxeia, Avauovn Aigpyaoiwyv, Zombie Algepyagieg, 2AuaTta Kal
Algpyaaoisg

MIDTERM
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[Tepiexopevo MabnuarToc

EROS. 9-10: Aila-digpyaociakn Emkoivwvia (IPC)

Emkoivwvia petagu Alepyaoiwv, MeAETN TPOTTWYV ETTIKOIVWVIAC: 1)
2wAnRvec (Pipes), i) FIFO (Named Pipes), iii) Oupéc MnvuudTtwy
(Message Queues), iv) Koivoxpnotn Mviun (Shared Memory) e
2 NuHartopopouc (Semaphores) kai v) MNpoypauuaTiIoPNOS YTTOd0X WV
(Socket Programming).

ERS. 11: MoAuvnuaTikog MNpoypappaTiIonog
(Multithreading)

[Aeovektnuara Nnuartwv, Eidn Nnuarwyv, lNoAuvnuarika MovréAa,

H BiBAI0BAkn <pthread.h> kal TTapadeciyuarta, @<para diaxeipiong
TauToxpoviag, dlaxeipian adlE¢OdwV.

ERS. 12: NMNapouoidosic PoiTnTwv

Systems Programming in Windows: Sockets, Process
Management, Threads and Concurrency, IPC

Scripting Languages: PHP, Ruby, Python, Perl, Smalltalk
ERO. 13: Mpoxwpnuéva Ofuara

Map-Reduce, DevOps, KTA. 1-49
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